


















First, make sure that your  
child has a standard Windows®7 
user account. 

Open Parental Controls by 
clicking the ‘Start’ button, click 
‘Control Panel’, and then, under 
User Accounts and Family Safety, 
click ‘Set up Parental Controls’ 
for any user. If you’re prompted 
for an administrator password or 
confirmation, type the password 
or provide confirmation.

Click the user account that you 
want to set Parental Controls for. 
If you haven’t set one up yet,  
click ‘Create a new user account’.

Under Parental Controls, click 
‘On’, enforce current settings.

If Windows® Live Family Safety is 
installed on your computer, you 
will see a sign-in page and there 
is no need to continue with Steps 
2–4 of this tutorial.

.
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For further information about Parental Controls for Windows®7 
and Windows® Vista®, go to: 

Family safety options are also integrated in the Windows Live® products, 
Hotmail®, Messenger® and Spaces®: 

and family settings are available for the Xbox® and Xbox 360®:

Find out more about online safety and privacy at: 

Click ‘Time Limits’. In the grid,  
click and drag the hours you want 
to block or allow. Click ‘OK’.

Click ‘Games’, then choose one 
(or a combination of) the following 
four options:

a.  To block ALL games, under 
Can [person’s name] play 
games?, click ‘No’.

b.  To block games by age 
ratings, under Can [person’s 
name] play games?, click 
‘Yes’. Under Block (or allow) 
games by rating and content 
types, click ‘Set game ratings’.  

Under Which ratings are OK for 
[person’s name] to play?, click a 
ratings level.

c.  To block games by content, 
under Can [person’s name] 
play games?, click ‘Yes’. 
Under Block (or allow) games 
by rating and content types,  
click ‘Set game ratings’. 
Under Block these types of 
content, select the content 
types that you want to block.

d.  To block specific games, 
under Can [person’s name] 
play games?, click ‘Yes’. 

Under Block (or allow) any 
game on your computer 
by name, click ‘Block’ or 
‘Allow specific games’. In the 

alphabetical list of games,  
find the game that you want  
to block, and then select 
‘Always Block’.

Click Allow and block specific 
programs. Click [Person’s name] 
can only use the programs I 
allow. Select the programs that 
you want to allow. If the program 
you want doesn’t appear in  
the list, click ‘Browse’ to locate  
the program.

Under Block (or allow) any alphabetical list of games,  

Windows Live® Family Safety lets you choose what your children see and who they talk to online and get reports of their online 
activity, as well as set the time and game restrictions as shown in this tutorial. You can find more information and setup instructions  
at http://familysafety.live.com/getstarted
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arketa and Mehjoub Sahraoui 
have two children – Aya (10) and 
Adam (8). They are both very active 

and are keen swimmers but they also enjoy 
electronic games. 

While their parents recognise the enjoyment 
they get from online gaming, they worry about 
how much time the children, especially Adam, 
spend in front of a screen. 

“We notice sometimes that if Adam plays 
Wii in the evening, he will go to bed thinking 
and talking about the game and he will wake 
up thinking about the game,” says Marketa. 
“We don't like this as the game seems to take 
over his mind. It's not right.”

Marketa and Mehjoub have tried to set some 
limits for the children. Online gaming and Wii 
are restricted to a couple of hours a day over 
the weekend, with the computer only being 
used for homework during the week. 

“We used our common sense,” explains 
Marketa. “We decided that these limits were 
sensible and fair – even if our children might 
not have the same opinion!” 

Mehjoub admits that they end up being flexible 
though. “They can have extra time playing 
games as a treat for some good work or good 
behaviour or on special occasions.”

As well as time limits, the Sahraoui’s have set 
Parental Controls on their laptop and they also 
make sure they know what the children are 
doing online. 

“We keep checking with the children when 
they’re on the computer – it’s mainly Habbo 
and Club Penguin, which we are OK with.”

Marketa and Mehjoub know that Aya  
and Adam would like to have access to  
other technologies. 

“They would both love their own email 
addresses, mobile phones and computers, 
but we don’t feel they need them until they  
are older. Aya will probably get a phone 
when she starts secondary school though,” 
comments Marketa.

Aya and Adam are pretty vocal when it comes 
to the limits on their gaming. 

“Sometimes it isn’t fair!” says Aya. 

“I feel upset because there are rules about it. 
I would like to play more, especially with my 
friends,” adds Adam. 

But that doesn’t stop mum and dad feeling 
that the rules are important. 

“On the whole, the children have got used to 
the limits and understand why they’re there – 
that doesn’t stop them asking to play on 
weekdays though!”  

The Sahraoui family

 www.clubpenguin.com

www.nintendo.com

 www.habbo.com



acebook, smartphones 
and tablets aren’t just for the 
young. Lots of grandparents 

are using the internet and other 
digital technologies to support their 
hobbies, build friendships and stay 
in touch with their families. 

In a survey conducted by 
Vodafone in 2011, a tenth of 
the UK-based grandparents 
interviewed said they use 
technology every day to make 
contact with their grandchildren 
and more than a quarter (29%) 
revealed that they might feel 
isolated from their family if they 
didn’t have access to the internet. 
From text messages and email 
to webcams and sharing photos 
on social networking sites, it’s all 
helping to bring grandparents and 
grandchildren closer.

For the millions of grandparents who 
help look after their grandchildren,  

there are other reasons why 
technology simply cannot be 
ignored. Whether they’re in 
charge for a few hours, while 
mum and dad are out for the 
evening, a weekend here and 
there or every day while the child’s 
parents are at work, it’s important 
that grandparents understand  
the kind of gadgets and websites 
that young people enjoy so that 
they can support them and help 
them stay safer when they’re in 
their care. And with the rise of 
smartphones like the iPhone and 
BlackBerry giving young people  
a mini-computer in their pocket 
24/7, it’s even more important  
to know what’s going on.

Even the most tech-savvy 
grandparents might have concerns 
about what their grandchildren 
are doing on the internet, mobiles 
and other devices and, when it 
comes to the times that they’re 
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under the grandparents’ roof, it 
can be particularly tricky knowing 
what rules are already in place 
and how to help if something 
goes wrong. 

“It’s normal to worry about your 
grandchildren and the digital 
world,” says Geraldine Bedell, 
editor of Gransnet, the social 
networking site for grandparents. 
“For one thing, young people 
might think they are better  
with technology than we are –  
it’s one of the few areas where  
our wisdom is not in demand. 
For another, most grandparents 
want to be the fun people in the 
family, not the boring old heavy- 
handed makers of rules.”

Grandparents’ digital concerns 
often mirror those of their own 
children. Of the grandparents  
who spoke to Vodafone, around  
a quarter are worried that their 

grandson or granddaughter  
could be meeting strangers online 
(25%) or accessing inappropriate 
content on the internet (24%). 
Other concerns might include 
young people giving away too 
much personal information online, 
being bullied and spending too 
much time in front of a screen.

For the great majority of kids  
for the vast majority of the time,  
the digital world will be a source  
of harmless fun, creativity and 
learning, so it’s important to stay 
upbeat and positive about it. 
At the same time, grandparents 
can play an incredibly important 
role – as an extra pair of eyes and 
ears, a guide and a confidant.  

If you’d like to pass this  
article on to your child’s 
grandparents, simply go to 
www.vodafone.com/parents 
to save it as a PDF that you  
can email or print.

Here are a few tips to help you get more involved in your 
grandchildren’s digital lives… 
 

   an interest in how your 
grandchildren use digital 
technologies – talk to them 
about their favourite websites, 
hobbies and games and who 
their online friends are

    fun stuff together, like 
playing games on their Wii or 
watching TV programmes on 
BBC iPlayer, and ask them to 
show you the websites they like 
– they’ll no doubt enjoy sharing 
their tech know-how with you

   to them regularly about 
their experiences in the digital 
world (both good and bad), 
so that they can build their 
confidence and know they can 
turn to you if something upsets 
or troubles them

  them to 
share any worries or difficult 
experiences with an adult 
they trust, such as a parent, 
teacher or you – some children 
find it easier to talk to a 
grandparent than other adults 
so they’ll appreciate your offer 
of support

    from their 
parents what technology rules 
they have in place at home 
(e.g. how much time they are 
allowed to spend on the 
internet or their games 
console) so that you can also 
stick to them when your 
grandchildren are with you 
– your son or daughter might 
not have even thought about 
such rules (in which case, 
giving them a copy of this 
magazine might be a good 
way to get the conversation 
started) or they might just  
have forgotten to tell you  
about them

   passwords or PINS on 
your own computer, mobile 
and other devices if you think 
your grandchildren might use 
them when they come to visit. 
Make sure your grandchildren 
don’t know your passwords or 
PINs (e.g. your Wi-Fi password 
or mobile PIN) as they might 
be tempted to break the rules

 
     the most of tools 
like Parental Controls on 
computers, mobiles and 
games consoles and safety 
options on Google and other 
search engines for when they 
are at your house – take a look 
at our ‘How to’ guides 
for more information

  the things you might 
already be teaching your 
grandchildren in the real world 
and apply them to the digital 
world – like the importance of 
being kind and considering 
other people’s feelings

   , even 
very young children use 
technology so it’s never too 
early to encourage them to 
use it safely and responsibly…
it’s better to get them into 
good habits as quickly  
as possible

    wait until something 
goes wrong – help them 
develop the skills they need 
to take care of themselves 
(just as you would if you were 
teaching them to cross the 
road by themselves)

  you discover something 
that worries you, it might be 
difficult to know what to do 
but it’s better to take steps 
to find out more rather than 
ignore it. You could start by 
talking to your grandchild 
and agreeing with them what 
to do next, such as talking 
to their parents. If you’re 
still worried, you can email  
The Parent Zone for advice at  
help@theparentzone.co.uk

    a good look through 
the rest of this magazine – 
it contains lots of important 
information but we 
recommend you start with our 
Spotlight on Age (page 6) and 
Spotlight on Digital Spaces 
(page 10) articles
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Did you know?
The childcare provided  

by grandparents  
in the UK has been valued  

at £3.9 billion 
(Source: Grandparents Plus)



You can find Gransnet at: 

A former feature writer for 
the Observer and columnist 
for the Independent on 
Sunday, Geraldine Bedell 
is the editor of Gransnet. 
She writes and broadcasts 
widely on grandparents  
and the second half of life.  

www.gransnet.com

o, what do they talk 
about? Knitting?”  
This is one of the most 

common responses when I tell 
people I edit Gransnet, the leading 
social networking site for 
grandparents. 

Despite all the evidence to the 
contrary – despite the fact that 
most people know at least one 
hale and hearty grandparent – 
the image of grans is still of little 
old grey-haired ladies quietly 
occupying themselves with 
harmless handicrafts.

“Are there enough of them online?” 
is the other question I regularly get 
asked. In fact, over-65s are the 
fastest-growing age group on the 
internet and they spend more time 
logged on than anyone else. 
And half of all grandparents are 
younger than 65 anyway (10% 
of them are under 50). 

Far from being parked in the 
corner, many grandparents are 
busier than ever – working, 
volunteering and looking after their 
elderly relatives as well as their 
grandchildren – and generally 
being what one gransnetter calls 
“the jam in the sandwich”.

So the stereotypes are out of date 
(in both directions, in fact, because 
knitting is now highly fashionable 
among artistic young people). 

Given that Skype, Facebook and 
photo sharing have opened up 
new ways to keep in touch with 
your family, it’s not surprising that 
grandparents have been tempted 
to embrace technology. And like 
everyone else, once they’ve 
dipped a toe in the water, they 
tend to be seduced by the wealth 
of experiences available.

Like other thoughtful adults, 
though, grandparents worry 
about aspects of their 
grandchildren’s use of digital 
technologies. Are they spending 
too much time online? What are 
they seeing? Do their parents 
look up from their own laptop or 
mobile often enough to notice  
that they’re playing violent 
computer games? What are their 
own responsibilities here, as 
grandparents? 

So there are plenty of incentives 
to find out more, not only so they 
can engage in conversations 
about being safe online with some 
authority, but also to discover 
what else we can get out of the 
various devices on which we are 
increasingly dependent.

If we don’t talk about knitting 
(mainly), what do we talk about  
on the Web? Quite a lot of the 
time, things you’re not supposed 
to discuss in polite company: 
politics, religion, sex, bowels, 
mammograms, difficulties in our 
relationships. There is stuff you 
can say anonymously on a forum 
that you could never mention 
anywhere else. 

“All the things we’ve bottled up  
for years now have a safe outlet,” 
comments one of our users. “You 
know that no-one will judge you. 
Gransnet is the only place I have 
ever been able to express my true 
feelings about my mother.”

Such confidences tend to create 
an atmosphere of support and 
loyalty because once you’ve been 
entrusted with someone’s secrets, 
hopes and disappointments, you’re 
bound to feel concerned for them.

The most surprising aspect of 
Gransnet to me, after a year of 
existence, is the complexity of our 
users. Of course I’m complex, but 
a lot of the time we don’t see other 
people as having the same hidden 
depths. And perhaps this is 
particularly true of anyone over 50. 

There is a resistance to thinking 
about the middle aged and old as 
multifaceted, not least because 
of persistent ageism. There was 
recently a discussion about 
loneliness on the site, and a 
number of the funniest, most lively 
gransnetters admitted to being 
lonely some of the time. You just 
wouldn’t have known. 

The ways in which we define and 
pigeonhole people in the real 
world don’t apply online and, for 
some gransnetters, that is a real 
liberation. If they don’t want to  
tell the rest of us – or don’t want  

to tell us until we’ve got to know 
how forceful and interesting they 
are – that they walk with a stick, 
they don’t have to.

Not only are gransnetters the sum 
of all our (now quite long-lived) 
parts, but we’re also a pretty 
diverse bunch – bonded by our 
love for our grandchildren, but 
beyond that, living all over the 
country, at different stages of life 
and with a lot of different attitudes. 
So we’re not easy to categorise. 

Our members are pretty diverse 
politically, as in everything else, but 
there are certain causes that broadly 
unite us. It is a truism that women 
become invisible as they age –  
one of the common complaints on 
Gransnet is that older people find  
it hard to make their voices heard, 
particularly to politicians and  
the media – but thousands of us 
complaining on the internet is a  
bit more difficult to ignore. 

One of the most persistent 
debates on our forums has been 
about ageism in hospital and the 
lack of dignity with which older 
patients are treated. We managed 
to get both the Minister of State 
for Care Services, Paul Burstow 
and the Shadow Minister for Care 
and Older People, Liz Kendall in  
to address these concerns directly 
to gransnetters in live Web chats.

So, digital grandparenting has 
opened up a much broader range 
of interests for many of our members, 
who are, generally speaking, 
enjoying a phase of life that has 
never existed before: post-children 
but pre-old age and in a relatively 
long period of health and activity. 

We hear a good deal about the 
ageing population, but what we’re 
really seeing is an extended middle 
age, when it’s perfectly possible to 
be a grandparent yet to be more 
connected to the rest of the world 
than you’ve ever been before.

From a starting point of wanting to 
connect with their grandchildren 
and follow what they’re up to, 
grandparents are discovering  
a whole range of interests online.  
All of human life is on the internet 
and a fair bit of it is on Gransnet.

“I love this forum. Where else can 
you get advice about dentures?!” 
one member posted recently. 
“Gransnet is the best Help  
button ever,” commented another. 
“Someone always seems to have 
the answer.” 

Including, I am glad to say, about 
knitting.  
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hildren, internet, 
pornography – it’s an 
explosive mix of words and 

it makes a lot of parents anxious. 
The newspaper headlines 
screaming about a porn-addicted 
generation doesn’t help matters, 
especially when many parents feel 
out of their depth dealing with new 
and complex technologies that 
didn’t exist when they were growing 
up. So what is really going on?

There’s no doubt that 
pornography is easier to obtain 
than ever before, much of it is 
more graphic, and some of it 
is more violent or degrading. 
Comparisons with the ‘top shelf’ 
magazines or videos that used  
to be passed around in the 
playground don’t really capture 
today’s reality of being able to find 
explicit hard-core sexual or violent 
content at a single click on the 
internet, without having to ask 
anyone and without leaving a 
trace (if you know how to delete 
your history and cookies, which 
many children do).

But that doesn’t mean kids are all 
looking at porn all the time. First, 
you do have to go looking for it – 
the days have mostly gone when 
sexual or violent content arrived 
unwanted in your email inbox, or 
from mistyping a search term, or 
as a pop-up on your screen when 
you’re looking for something else. 
In response to considerable 
public disquiet and with some 
Government prompting, the 
industry seems to have sorted this 
out for the most part, at least on 
commonly used websites.

But kids will go looking for it. 
There will be a craze at school 
(“Have you seen this site?”) and 
off they go. After all, children love 
exploring the internet (especially 
going where they are told not to 
go) and, once they are into their 
teenage years, we’d expect 
curiosity about sexual matters. 
Some of them, however, will find 
rather more than they bargained 
for; more too than their parents or 
welfare professionals think they 
should see.

So is there a problem? Parents 
are certainly concerned. The EU 
Kids Online survey of 1,000 British 
children and parents shows that 
31% of parents of 9 to 16-year-
olds ‘worry a lot’ about their child 
seeing inappropriate content on 
the internet. And about the same 
number (30%) of parents of teens 
worry about this as do parents of 
younger children (32%).

The children’s survey responses 
document the extent of the 
problem clearly. Around one 
quarter of 9 to 16-year-olds said 
they had seen sexual images 
in the past year – although 
interestingly, 16% had seen them 
on TV, film or DVDs, while 11% 
had seen them on the internet, 
10% in magazines, and 5% on 
mobile phones. So the internet is 
not the only source of pornography.

Among those who saw sexual 
images online, four in ten of their 
parents thought they had not, 
suggesting that parents may not 
recognise what’s happening. When 
we asked the 11 to 16-year-olds 

just what they had seen, the results 
included 8% who said they had 
seen nudity online, 6% who had 
seen images of people having sex, 
6% who had seen people’s genitals 
and 2% who had seen violent sexual 
images. Interestingly, research 
suggests that pornography is more 
likely to be harmful if it is abusive or 
degrading to women. That makes 
sense – arguably, we should be 
more worried about violence or 
hostility on the internet than about 
sexual content.

Even so, risk is not the same as 
harm – indeed, risk refers to the 
probability of harm, and that 
probability may be low, depending 
on the child’s circumstances. 
So being exposed to pornography 
may not always be harmful: 
among those who saw sexual 
images online, only a quarter 
said they were upset by this, for 
example. It’s difficult to know if 
more have seen porn than admit 
to it and even harder to know 
whether more are upset or 
harmed in some way. 

But even a minority of children is 
a lot of children. Also, the children 
who are more upset by seeing 
online pornography tend to be 
younger – suggesting they are too 
immature for, or unprepared for, 
such images – and are more likely 
to be girls, which hints at a deeper 
concern over sexual expectations, 
or even sexual pressure, to look 
and act in certain ways. It’s also 
possible that the boys’ bravado 
covers up an anxiety about social 
pressures on them – we just don’t 
have the evidence for this yet.

So it seems reasonable for 
parents to expect the industry to 
do more to stop the most explicit 
or violent pornography being 
available to children (and 
remember that children may think 
that images of consensual sex 
are violent – certainly much 
pornography includes little, if any, 

context of sex in a respectful 
relationship). Pornography is not 
easily accessible to children in 
libraries, on television or pasted 
on bus stops – the public 
environment is managed by 
other means. But the internet  
is, in many ways, regarded  
and used as a public resource 
and pornography simply has  
no place in children’s play and 
learning spaces.

But it also seems reasonable that 
parents should do more to install 
filters or Parental Controls on their 
children’s computer. My survey 
shows that only 54% of the 
parents of 9 to 16-year-olds do 
this already. Many parents say 
they don’t know which filter is 
best, or how it works, or how  
to install and use it. 

Much more work is needed on 
the part of industry to ensure all 
parents know about easy-to-use 
and effective filters. In fact, many 
think it would be far easier if these 
were pre-installed or included with 
virus and spam prevention tools 
– especially given the proliferation 
of devices by which children now 
go online.

Of course, some kids will still  
go looking for pornography,  
and some will find it by accident.  
But harm depends on the age 
and maturity of the child. 
So parents should be provided 
with effective tools if they wish to 
use them and they should make  
an active choice about the use  
of filters in the best interests  
of their child. 

Sonia Livingstone g

Sonia Livingstone of the 
London School of Economics 
and Political Science is Director 
of the EU Kids Online network.

www.eukidsonline.net

of parents of 9 to 16-year-olds 
‘worry a lot’ about their child 
seeing inappropriate content 
on the internet.

Only around half of parents of 
9 to 16-year-olds have installed 
filters or Parental Controls 
on their child’s computer.

A quarter of 9 to 16-year-olds 
have seen sexual images in 
the past year – more so on TV 
and film than on the internet.
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Dr Linda Papadopoulos

Dr Linda Papadopoulos’ 14-year career 
as a research scientist and practising 
psychologist has led to her work being 
published in some of the most well-
regarded academic journals and given 
rise to a high profile media career. 

 www.drlinda.co.uk
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feel in many ways that I’m part of the 
‘lucky’ generation when it comes to sexual 
politics. My mum went out to work but  

she didn’t exactly burn her bra; I simply grew 
up surrounded by the belief that my worth  
was based on who I was, my talents and what 
I did with them. 

I was aware of the media, of course, but even 
though it feels like yesterday, the internet didn’t 
even exist, teenage magazines were in their 
innocent infancy and sex was a really big deal. 
We had our own version of the pressures all 
teenagers face – discovering our emerging 
selves while wanting to be liked, to be clever 
and to be popular, if at all possible – but I feel 
we had just that bit more time and space in 
which to find out who we were. 

When I was asked by the Government to 
look at the relationship between sexualisation 
and growing violence towards women, I truly 
wasn’t prepared for what I would find. 

Why did it feel like we had taken so many 
steps backward in terms of sexual equality 
among young people and healthy sexuality? 
How had rape scenes become a normal part 
of video war games? Why were so many 
girls having breast enlargement surgery as 
teenagers and what possessed a girl to sell 
her virginity on eBay? Were teenagers just 
different today and growing up more quickly  
or was something else going on?

Many of us in the ‘lucky’ generation are 
now parents and it feels like we’re just 
now starting to wake up to what is going 
on with our children and the impact of 
premature sexualisation.

Simply put, sexualisation is the imposition 
of adult sexuality on to children and young 
people before they are capable of dealing  
with it mentally, emotionally or physically. 

While girls are valuing themselves in  
terms of how sexually desirable they are  
to boys, boys are feeling the pressure to be 
hyper masculine. 

Kids are learning how to have sex from 
pornography and we live in a world that is 
more saturated by images than at any other 
time in our modern history. 

Behind every image lies a message about 
expectations, values and ideals. Right now, 
those images more often than not present and 
perpetuate a world where women are revered 
and rewarded for their physical attributes. 
Gender stereotypes are back in fashion and 
to object is often to be accused of lacking a 
sense of humour or proportion.

There is a growing body of evidence that 
suggests that sexualisation is having a 
profound impact on our children’s emotional 
development and how they develop their 
sense of identity. Young people have a 
natural, healthy interest in sex. But when their 
developing sexuality is moulded to fit adult 
stereotypes, this can compromise that healthy 
developmental process. 

Children no longer have the time and space 
to extend their own understanding as images 
and constructs are literally ‘in their face’ on a 
daily basis, often before their minds are ready 
to know how to interpret or process them. 
Instead of putting children in control of their 
sexuality, we are in danger of isolating them 
from it altogether.

The serious negative consequences 
associated with the sexualisation of children 
is becoming ever more clear in areas of body 
confidence, ambitions, low self-esteem, sexual 
harassment, abuse within teen relationships 
and views on sexual violence. 

A study in America found a direct correlation 
between children’s exposure to sexual content 
on television and teen pregnancy rates. 

The World Health Organization estimates  
that 20% of girls and 11% of boys in the UK 
have been sexually assaulted. Homophobia  
is still a significant problem within schools. 

These are the kinds of consequences that 
leave long-term effects, often resurfacing at 
vulnerable times during their adult life, affecting 
careers, relationships and, in turn, how they 
parent their own children.

It’s unrealistic to assume that we can  
stop our children and young people from 
being exposed to unhealthy images but  
we can give them tools to navigate the  
world around them. 

From digital citizenship to media literacy, 
equipping kids with tools to help them 
understand and interpret what they see 
without internalising all the negative messages 
can help them build their self-esteem and 
inner confidence so they feel secure in their 
own identity. Just as they are taught reading 
comprehension and, later, literary criticism, 
children can be taught how to critique the 
media they consume. 

We may think our children are highly  
literate when it comes to media but it’s just  
that they know how to work it, not how to 
interpret it. Where these classes are already 
happening in schools, the children are taking 
to it with relish and then starting to create  
their own forms of media and expression 
rather than simply sitting back and letting  
it all come to them. 

With encouragement and guidance,  
children are incredibly creative and have  
the potential for amazing inner strength, 
resilience and individual thought. 

For more information about Dr Papadopoulos’ review go to: 
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Start typing a keyword in the 
search box and click ‘Search’. 
The gear icon will appear on the 
right of the page. Click on the 
gear icon, then click on ‘Search 
settings’ in the drop down menu. 

Alternatively, you can go to  
www.google.com/preferences  
to access Google SafeSearchTM.

On the ‘Search Settings’ page 
choose the level of filter you 
would like activated on your  
family’s computer. 

‘Strict filtering’ filters both explicit 
text and explicit images whilst 
‘Moderate filtering’ filters explicit 
images only (NB: Moderate is the 
default filter setting on GoogleTM).

If you have a GoogleTM account 
you can lock SafeSearchTM on 
your family’s computer so that  
‘strict filtering’ is always in place 
and no-one except you can 
change the settings. 

If you’re not already signed  
in to your GoogleTM account, 
you’ll be asked to sign in.  
Once you’re signed in, click  
on ‘Lock SafeSearch’. 

It might take a moment for 
the filters to be applied to all  
GoogleTM domains, then you’ll 
see a confirmation page once  
the lock is engaged. 

If you have more than one 
browser on your computer or if 
your family computer has more 
than one user profile, you’ll need 
to set the lock on each one.

When SafeSearchTM is locked 
in place, you’ll see a set of 
coloured balls at the top of all 
search pages. If the coloured 
balls aren’t there, SafeSearchTM 
is no longer locked.

Please note: 
GoogleTM does its best to keep 
SafeSearchTM as up-to-date and 
comprehensive as possible, but 
inappropriate sites do sometimes 
get through. 

If you have SafeSearchTM 
activated on your computer  
and still find offensive content in 
your results, visit Google’s Web 
page removal request page  
to let them know about the site  
or image you found.

If you have SafeSearchTM
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oung people are naturally curious 
about sex. They seek out information to 
prepare for making adult relationships 

and to work out who they will be as a 
sexually-active adult, asking questions like 
“What do I find attractive and stimulating?” and 
“What will someone find attractive about me?” 

Over the years, art, literature and pornography 
have all had a place in this self-education. 
Young people inform themselves and find 
pleasure and amusement in looking at images 
of naked bodies and sexual acts and sharing 
their discoveries with friends.

With the arrival of the Web and the availability 
of internet pornography, young people now 
have much easier access to a larger quantity 
of sexual materials. Whereas in the past,  
a curious teenager might have had to go  
to the local newsagent and overcome his 
embarrassment to buy a top shelf magazine 
– or get someone older to do so on his behalf 
– now, limitless amounts of pornography are 
available online via computers, mobile phones 
and other devices. 

I work in a specialist NHS clinic that treats adults 
and young people with problems of compulsive 
sexual behaviour. Since 1997, when the first adult 
who had problems with internet pornography 
was referred to us, we have seen a steady 
increase in the number of adults, and more 
recently of young people, who are experiencing 
problems related to the internet and sex. 

Adults and young people come for help 
because they are using internet pornography 
in a compulsive way or because they have 
been in trouble with the police for downloading 
illegal images of people under 18 or because 
they have got involved in taking or distributing 
illegal images. 

Many young people will have some exposure 
to internet pornography, find it amusing or 
boring or exciting, but then get on with the 
business of making real-life relationships  
with people their own age. But some young 
people may be exposed to images which they 
find disturbing or which skew their view of a 
‘normal’ sexual relationship or a normal body. 

A very small proportion of people who look  
at internet pornography get caught up in a 
cycle of compulsive use and spend more  
and more time looking at pornography  
and start to neglect work commitments, 
friends and family. They become very 
preoccupied with when they can next look  
at pornography and often feel less engaged 
and invested in their everyday lives. 

For young people, there are particular  
dangers associated with looking at internet 
pornography. For example, while it is 
appropriate for a 15-year-old boy to be  
sexually interested in someone his own  
age, a sexual image of a 15-year-old is  
illegal, and it is a criminal act to download  
or distribute such an image in the UK. 

Young people’s sexuality is also still in the 
process of forming and taking shape. If they 
are exposed to images of extreme or violent 
sexual acts during this time, they may find it 
hard to get these images out of their minds 
when they come to have sex with a partner. 
Just as the fashion catwalks and media  
often present a picture of ‘the perfect 
body’ that makes some young people feel 
unhappy that their body does not match up 
to this ideal, so pornography can present an 
idealised image of sexual potency or sexual 
attractiveness and can leave people feeling 
bad about themselves when they inevitably  
fall short of this ideal. 

In a survey of young people’s attitudes to 
internet pornography that we undertook with 
BBC Radio 1 in 2011, we found that 71% of  
a sample of 18 to 24-year-olds thought it was  
too easy to access pornography on the 
internet; 50% thought looking at too much 
pornography can make you feel bad about 
yourself; and 63% thought that pornography 
can have a harmful effect on people’s ideas 
about sex and sexuality. 

This survey revealed that it is not just parents 
and teachers who are concerned – young 
people are also worried about the effects that 
viewing pornography can have on them and 
want it to be more difficult to access. 

Those young adults who were using online 
pornography for more than 10 hours a week 
(who we called ‘heavy users’) were more likely 
to think it could do harm and were more 
concerned about themselves and what they 
were doing. It seems that more pornography 
does not mean more fun; for some young 
people, it can mean more worry. 

There is a lot that you can do to limit your  
son’s or daughter’s exposure to pornography 
in your home. 

First, and most importantly, stay engaged  
with them, encourage them to talk to you and 
support them in making real-life relationships. 

Secondly, get some insight into how your child 
might be using digital technologies to explore 
sex and relationships – this is a natural part of 
growing up, it’s just that the younger generation 
is doing it in different ways to how we did.  

www.helpguide.org/mental/internet_
cybersex_addiction.htm

www.tavistockandportman.nhs.uk/ 

Images, audio and written materials  
are considered to be pornographic if they  
are designed to arouse sexual feelings or 
portray sexual activities.

Dr Heather Wood

Dr Heather Wood has worked in the 
NHS for over 30 years and now works 
as a therapist in a specialist NHS 
clinic, treating people who suffer from 
compulsive sexual behaviours, as well  
as teaching and training other staff.

www.tavistockandportman.nhs.uk
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 Parental Controls 

on your child’s computer, mobile 
and other devices to help block 
inappropriate content, such  
as pornography – these kind  
of controls are especially useful  
for younger children

 using the home 
computer to view pornography 
yourself so that it does not appear 
in your internet history when your 
kids log on

 your 
teenager from withdrawing  
to spend hours alone in their 
bedroom online

 that banning 
things or putting your foot down is 
not always helpful

 to your son or 
daughter about how pornography 
is regarded within their social 
circle and find out what they think 
about it

 the fact that, 
while pornography might answer 
some of their questions about 
sex, it can also give a misleading 
picture of sex, bodies and adult 
relationships

 they understand 
the risks of exchanging sexual 
images (e.g. sexting) or exposing 
themselves to images that may  
be disturbing or even illegal

 them to 
put off looking at sexual materials 
until they are older, when they will 
have clearer ideas about sex and 
relationships and are less likely  
to be influenced in a harmful way 

 your son or daughter is 
already looking at pornography 
compulsively, spending a lot of 
time on it and finding it difficult  
to stop, talk to them about how 
you can help them to reduce  
the amount of time they spend 
doing it

 to your GP for advice 
or help if you are really worried – 
they might be a good place  
to start in finding what support  
is available to your child locally
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hile the Web gives young 
people access to a 
wealth of information, 

some content does break the 
law. As a parent, 
you might be 
concerned 
that your son 
or daughter 
could stumble 
across illegal 
activity or illegal 
content online 
and you might 
be wondering: 
Is anybody doing 
anything about it?

As Neelie Kroes, 
Vice President  
  of the 
European Commission 
responsible for the Digital Agenda, 
declared in 2011, “It simply cannot 
be tolerated that internet users 
would accidentally be exposed to 
such horrific images.” She was 
highlighting the work of the 
Internet Watch Foundation (IWF) 
in reducing the availability of child 
sexual abuse images online.

It’s a common misconception that 
laws don’t apply to the internet; that 

when you log on, 
you enter some 
kind of lawless 
frontier-land. 
In fact, as a simple 
rule of thumb, 
anything that 
would be illegal in 
the real world is 
illegal in the online 
world. The global 
nature of the 
internet makes it 
more complicated 
than that, 
however – what 

might be illegal in one country might 
not be illegal in another.

In terms of what is illegal online, 
it’s useful to split it into illegal 
‘activity’ and illegal ‘content’. 
Although it depends on local laws, 
illegal activity includes identity 
theft, fraud, online grooming and 
harassment while illegal content

refers to things like images of  
child sexual abuse and criminally 
obscene adult content. 

As technology advances ever 
faster, criminals are finding new 
ways to misuse the internet and 
mobile devices to disseminate 
illegal materials and make money 
from them. File hosting websites, 
social networking platforms  
and e-payment systems are being 
increasingly exploited, for example.

So, who is policing the internet 
and what can you do to help 
protect yourself and your children?

The internet and mobile 
industries, governments, law 
enforcement agencies and other 
organisations take illegal online 
content very seriously and are 
involved in a number of initiatives 
to combat it. Two important lines 
of defence are INHOPE and the 
Mobile Alliance Against Child 
Sexual Abuse Content. 

(the International Association 
of Internet Hotlines)
www.inhope.org 
Established in 1999 by the 
European Commission, there 
are now 42 INHOPE hotlines in 
36 countries to which members 
of the public can report internet 
material, including child sexual 
abuse material, that they suspect 
to be illegal using a simple online 
reporting form. Working closely 
with industry and the police, the 
hotlines are focused on the swift 
removal of illegal content, bringing  
those responsible to justice  
and rescuing children from  
sexual exploitation. 

The UK hotline, run by the Internet 
Watch Foundation (IWF), has 
helped to virtually eradicate child 
sexual abuse content hosted 
online in the UK in recent years. 
In 2011, it processed more than 
40,000 reports of suspected 
criminal content from the public.

You can report suspected 
criminal online content to the  
IWF at www.iwf.org.uk – 
reports are confidential and can 
be submitted anonymously.

INHOPE has developed a mobile app  
for Windows Phone 7, Android, iPhone, 
iPad, Nokia and BlackBerry devices. 
Using a simple interface, the app allows 
the user to anonymously report any 
online content he or she finds on the 
internet and suspects to be illegal.  
The report will then be forwarded to  
the hosting country’s hotline, which will 
further investigate the case according to 
national legislation and, where appropriate, 
law enforcement agencies will be informed 
and the content will be removed.

www.gsmworld.com/
mobilealliance
Set up by the GSMA (the global 
trade association for mobile 
providers), the Mobile Alliance 
helps to prevent mobile internet 
services being misused to 
disseminate and access child 
sexual abuse content.

Commenting ahead of the  
launch of the Mobile Alliance in 
2008, the GSMA said that it was 
“…determined that our industry 
makes it as difficult as possible  
for criminals to use the mobile 
medium to consume or profit from 
the sexual exploitation of children.”

Members of the alliance,  
which includes Vodafone, 
support and promote reporting 
hotlines for members of the 
public who come across  
illegal content; implement 
technical mechanisms to  
prevent access to websites 
identified by an appropriate 
agency as hosting child sexual 
abuse images; and work with  
law enforcement bodies and 
other organisations to take  
action against the perpetrators. 
The GSMA works with each 
Mobile Alliance member  
to monitor progress.

By having in their possession,  
or distributing, indecent images 
of a person under the age  
of 18 on to someone else,  
young people in the UK could 
be breaking the law. Read our 
article about sexting on  
page 94 so that you can give 
your son or daughter guidance 
on this sensitive issue.

For more information about illegal content, go to: 

 
 to your son or 

daughter about the kind of illegal 
activity or content they might 
come across on the internet  
or on their mobile 

 them to 
let you know if they’re concerned 
about anything online or on  
their mobile

 any potentially 
criminal online content to your 
national INHOPE hotline and your 
child’s internet/mobile provider 
– if you live in the UK, go to www.
iwf.org.uk for more information

 Parental Controls 
and SafeSearch on your  
child’s computer and mobile 
– but remember, they might  
not be 100% effective and  
they aren’t a substitute for 
parental supervision

 our articles about 
online grooming (page 85) and 
sexting (page 94)

the police 
immediately if you’re worried that 
your child, or someone else’s 
child, is in danger
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  We regularly discuss the 
kind of websites that my child 
uses, how to set safety 
features and how to report 
concerns

  I have advised my child 
to set their social network 
profile settings to private

  I have asked my child 
about their online friends  
and warned them that  
some people create fake 
online identities

  I have set appropriate 
Parental Controls on my  
child’s computer, mobile  
and games console

  My child has agreed to tell 
me if they are worried about 
something online

  I know where to get help if 
I’m concerned about my child 
or another child

 
very day at CEOP, we sadly 
see the devastating effects 
on the lives of young people 

and their families when things  
go wrong online.

While the internet creates 
wonderful opportunities for 
children and teenagers and plays 
an increasingly significant role in 
their lives, there are real risks that 
parents should be aware of. 

In early 2012, reports to CEOP 
stood at around 1,000 a month 
and related to online grooming, 
online sexual abuse, making 
arrangements to meet a child 
online, or a child being in 
immediate danger.

Young people now access  
the internet in an increasingly 
diverse number of ways –  
from their laptops, games 
consoles or smartphones.  
They share videos and photos 
and post comments online –  
on the move, in an instant and 
sometimes without thinking  
about the consequences of  
their actions. Some make friends 
with people they don’t know  
in real life. 

Research by EU Kids Online 
shows that just under a third of 
children in the UK have had 
contact online with people they 
had not met before.

Befriending strangers, posting 
provocative, naked or sexual 
photos and videos, or giving 
away too much personal 
information could expose  
them to the risk of grooming.

Grooming is a highly manipulative 
process and adults with a sexual 
interest in children may use online 
environments to gain access to 
young people. The techniques 
used to start contact can be quite 
sophisticated and may seek to 
exploit any apparent vulnerability 
in the child. 

A young person may be made 
to feel special and loved by an 
offender, who can pretend online 
to be of a similar age or have 
similar interests to the child they 
are targeting. Alternatively, an 
offender may use bribes or threats. 

Through the grooming process, 
an offender’s aim could be to get 
sexual photos or videos of young 
people or to arrange to meet them 
to abuse them in the real world.  

Parents can play a pivotal role  
in protecting their children online, 
just as they do in protecting them 
in the real world. Understanding 
and playing a part in your child’s 
online life is one of the best ways 
to protect them so they can safely 
enjoy all that the internet offers. 
Here’s a checklist to get you 
started. 

Zoe Hilton 

Zoe Hilton is Head of 
Safeguarding and Child 
Protection at the UK’s Child 
Exploitation and Online 
Protection (CEOP) Centre, the 
lead police agency dedicated 
to eradicating the sexual 
abuse of children. CEOP 
tracks and brings offenders 
to account either directly or  
in partnership with local and 
international police forces.

www.ceop.police.uk

e Hilton

You can find further information and guidance on the Thinkuknow 
website at www.thinkuknow.co.uk/parents and in the CEOP 
Safety Centre at www.ceop.police.uk/safety-centre, 
including a new online show called ‘The Parents’ and Carers’  
Guide to the Internet’.

If you’re concerned that an adult has made inappropriate  
contact with your child, you can report this directly to CEOP.  
Go to www.ceop.police.uk/safety-centre and click on the red 
‘Make a CEOP report’ button or click on the ClickCEOP button 
available on many websites, including Facebook.

In the UK, the Sexual Offences 
Act 2003 defines online 
grooming as ‘A course 
of conduct enacted by a 
suspected paedophile, which 
would give a reasonable person 
cause for concern that any 
meeting with a child arising 
from the conduct would be 
for unlawful purposes.’

Vodafone asked the Child 
Exploitation and Online 
Protection (CEOP) Centre to 
share their advice on how 
parents can protect their children 
online. As young people’s lives 
become increasingly digital, they 
sometimes forget to take the 
same precautions they would in 
real life. They might accept friend 
requests from strangers on social 
networking websites or start 
chatting to someone they don’t 
know while playing a multi-player 
game. And, with webcams built 
into many laptops and cameras 
now available on most mobiles, 
they might even exchange photos 
and videos with people they have 
never met.

One of the concerns you might 
have as a parent is that someone 
could make contact with your son 
or daughter with the motive of 
preparing them for sexual abuse. 
While it’s unlikely that your child 
will be approached in this way, 
online sexual grooming does 
happen. Here Zoe Hilton offers 
insight into this sensitive issue.



Vodafone  
Digital Parenting

www.facebook.com
The best way to report abusive or offensive 
content on Facebook, such as bullying, 
pornography, graphic violence and 
discussions about self-harm or suicide, is by 
using the ‘Report’ link that appears near the 
content itself. To report a photo or video, for 
example, click the gear menu in the top right 
of your child’s profile or timeline and select 
‘Report this photo’ or ‘Report this video’  
(see screen shot below).

If your child uses Facebook from their mobile, 
they can now report it directly from there.

While reporting content doesn’t guarantee  
that it will be removed, Facebook reviews 
reports to see if they violate the Facebook 
Terms and takes the appropriate action.

In addition, all Facebook users in the UK  
have access to an advice and reporting  
centre run by the police. Called ClickCEOP,  
it’s an app that gives them advice about  
online safety as well as a dedicated facility for 
reporting instances of suspected grooming  
or inappropriate sexual behaviour  
(see screen shot below). 

Facebook also offers ‘Social Reporting’,  
which enables users to report problematic 
content to their friends and ask them for  
help resolving the issue. For example, if your 
child believes that someone has posted a 
photo to harass or embarrass them, they can 
forward it to a trusted friend who might be  
able to offer advice or assistance.

www.google.com
Google screens websites that contain 
sexually-explicit content and removes explicit 
images from your search results (‘Moderate 
filtering’ is the default setting). If you would 
like to also filter out explicit text, you can use 
Google SafeSearch to set ‘Strict filtering’.

No filter is 100% accurate, however, so if 
you have SafeSearch activated and still find 
websites containing inappropriate content in 
your results, report it to Google at  
www.google.com/webmasters/tools/
safesearch and they will investigate. 

For more information, go to: 
www.facebook.com/safety

For more information, go to: 
www.google.com/goodtoknow/ 
familysafety/

hings can go wrong online as well as 
offline. Your son or daughter might 
be upset by an abusive message 

on Facebook or they might want to stop 
subscribing to a premium rate text message 
service. Maybe they have come across an 
inappropriate website during a Google search 
or they’re worried about the way another 
player is treating them when they’re on their 
games console. So it’s important to know  
how you can report any specific concerns  
you might have to your child’s mobile, social 

networking or games provider, search engines, 
websites, the police and other authorities. 

As with any parental concerns, you’ll have your 
own way of dealing with them of course. If your 
son is being bullied by a fellow pupil during an 
online game, you might decide to speak to 
his school about it or if you find out that your 
teenage daughter and her friends have been 
using sexual language on a social networking 
site, your first step might be to discuss it with 
her so you can find out what’s really going on. 

While it can be difficult to know what to  
report and what not to report – a young 
person might not even consider abusive online 
comments to be bullying (they might just see 
it as ‘drama’) and digital flirting might just be 
considered part of growing up, for example – 
it’s important that you report any serious 
concerns about things like harassment,  
child sexual abuse images and grooming  
to the relevant technology providers and  
other organisations (including the police,  
if necessary) so that they can take action. 
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www.vodafone.co.uk
To report inappropriate content or conduct related 
to your child’s Vodafone mobile, go to www.
vodafone.co.uk and click on ‘Contact Us’ at the 
bottom of the page (see screen shot below). 

You can report the issue to Vodafone by your 
preferred method:

a) Call Customer Care directly from your   
 Vodafone mobile on 191 (or use callback)

b) Call from a landline – 08700 700191 
 (Pay monthly customers) or 08700 776655  
 (Pay as you go customers)

c) Contact a Vodafone Advisor online from 
 the Contact Us page (Chat)

d) Send an email using the online form on the  
 Contact Us page (900 characters max.)

www.youtube.com
As well as professional TV and film footage, 
YouTube contains thousands of videos created 
by people on home video cameras and 
mobiles (called ‘user-generated content’). 

If you find a video on YouTube that you think 
violates the company’s guidelines (if it contains 
pornography or graphic violence, for example), 
you can flag it as inappropriate and it will be 
submitted to YouTube for review. 

To report a video, simply click the ‘Flag’ button 
that is located below it on its watch page  
(see screen shot below).

After you report the video with your selected 
reason, YouTube will review it and, if the video is 
found to be in violation of the company’s Terms of 
Use, it will be removed from the site. Users who 
continually violate YouTube’s Terms of Use will 
have their accounts penalised or possibly banned 
from the site permanently.

www.xbox.com
If your son or daughter is worried about 
something that has happened while playing 
against other people online on Xbox LIVE  
(such as being harassed by another player  
during a game), you can report it to Xbox  
in a number of ways: 

a) Connect directly with an Xbox support 
 agent (chat)

b) Request a call from an Xbox support agent

c) Get help from an Xbox support agent 
 via email

d) Tweet the Xbox Support Team 
 @XboxSupport

For more information, go to: 
www.vodafone.co.uk

For more information, go to: 
http://support.google.com/youtube/bin/ 
request.py?contact_type=abuse

For more information, go to: 
http://support.xbox.com/en-GB

By making a formal report, you could help  
to improve the experience for all users of that 
service and also help to protect other young 
people from worry and harm. For example, 
the Internet Watch Foundation (IWF) 
processed more than 40,000 reports of 
suspected criminal content from the public  
in 2011, helping it to reduce the availability  
of child sexual abuse content on the internet.

Digital Parenting highlights how you can 
report inappropriate and potentially illegal 
content and behaviour to some of the digital 
services that young people enjoy, as well  
as to the police and other authorities. If you 
sense that your child or another child might  
be in immediate danger, call 999 or contact 
your local police. 

After you report th
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www.iwf.org.uk
If anyone in your family comes across child 
sexual abuse content (often referred to as child 
pornography) or criminally obscene adult content 
on the internet, report it to the UK Hotline run by 
the Internet Watch Foundation. Reports are 
confidential and can be made anonymously.

Go to the IWF website at www.iwf.org.uk, 
click ‘Report criminal content here’ (see screen 
shot below), and follow the steps outlined.

Your report to the Hotline may help to trace 
and rescue a young victim from further abuse.

www.ceop.police.uk
CEOP is the UK’s lead law enforcement agency 
for protecting children from sexual abuse.

If someone has acted inappropriately online 
towards your child or another young person 
you know, report it to CEOP. It may be sexual 
chat, being asked to do something that makes 
them feel uncomfortable (such as sharing 
intimate photos or webcam footage), or 
someone being insistent on meeting up.

Go to www.ceop.police.uk, click the 
‘Click CEOP’ button in the right hand corner 
(see screen shot below), then click the red 
‘Make a CEOP report’ button on the next 
page and follow the steps outlined.

If you need immediate help or have a real 
emergency, call 999 or contact your local police.

The ClickCEOP button is also available on 
various websites including Facebook and  
Habbo Hotel.

For more information, go to: 
www.ceop.police.uk

For more information, go to: 
www.iwf.org.uk

mily comes across child

www.clubpenguin.com
Disney’s Club Penguin employs over 200 
safety staff who monitor player behaviour. 
These moderators also approve all new 
penguin names, review chat logs and the list 
of words and phrases able to pass through 
the site’s chat filters. By working in conjunction 
with technological features the team ensures 
that personal information and inappropriate 
language is not shared in the game. 

Kids are also empowered to control their 
experience on Club Penguin. Should they 
wish to, they can ignore another player by 
clicking on that player’s penguin, followed by 
the ‘ignore player’ button so they no longer 
see them in the game and vice versa. Kids 
can also report another penguin to the 
moderation team by clicking on the ‘M’ icon 
on the top right of the screen or by clicking 
on the player’s penguin, followed by the 
‘report player’ button. 

Club Penguin’s community support team 
can also be contacted by email, support@
clubpenguin.com, and Twitter @SupportAtCP

www.moshimonsters.com
Moshi Monsters filters all postings to block 
inappropriate content and provides red  
‘M’ buttons on pinboard messages so that  
users can report potentially disagreeable 
content, such as bullying messages  
(see screen shot below). 

The company’s moderators will review  
any reports they receive and take the 
appropriate action.

www.bbc.co.uk/cbbc
To make a complaint about something on  
the CBBC website, go to www.bbc.co.uk/
complaints/ and follow the ‘Make a 
complaint’ prompts.

You’ll be asked for some key information 
to help the BBC handle and report your 
complaint, including the exact address of the 
relevant Web page (see screen shot below).

All user-generated content on CBBC is 
pre-moderated, but if you see something 
on the message boards that you believe 
should not be there, you can report it via the 
‘Report Message’ link present on every post. 
The message will be hidden immediately and 
referred back to a moderator for action.

For more information, go to: 
www.clubpenguin.com/parents/ 
player_safety.htm

For more information, go to: 
www.moshimonsters.com/parents

For more information, go to: 
www.bbc.co.uk/complaints
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www.theparentzone.co.uk
The Parent Zone runs a help service to 
assist with parenting dilemmas and queries, 
including those about technology. If you 
are not sure what to do or where to go for 
information or support, contact them.

www.parentport.org.uk
A new website called ParentPort, which is run 
by the UK’s media regulators, such as the 
Advertising Standards Authority and Ofcom, 
sets and enforces standards across the media 
to protect children from inappropriate material.

Have you seen or heard something unsuitable 
for children on TV, online, in a film, an advert, 
a video game or a magazine?

Go to the ParentPort website and click on 
‘Make a complaint’. You’ll be taken through to 
the ‘Make a complaint’ page where you’ll be asked 
what your concern is (see screen shot below).

Once you have answered a few simple 
questions, ParentPort will take you straight to 
the right part of the website for the regulator 
that will handle your complaint. For example, 
if you wish to complain about a game on a 
mobile phone, you’ll be directed to the Video 
Standards Council website.

MEDIA STANDARDS 

For more information, go to: 
www.parentport.org.uk

You can email them at:  
help@theparentzone.co.uk
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www.habbo.com
You or your child can report incidents,  
such as someone bullying them during  
the game, someone trying to get them  
to reveal their password or other confidential 
information or if they have witnessed sexually 
explicit behaviour or chat, to a Habbo 
Hotel moderator.

Trained safety moderators are available 
whenever Habbo Hotel is open and will 
investigate any reports made to them and  
take appropriate action.

To get help from a Moderator, click on  
‘Help’ at the top right of your screen in  
Habbo (see screen shot below).

Moderators have the ability to monitor player 
chat and they report questionable behaviour 
to the police whenever necessary.

Habbo Hotel also contains the ClickCEOP button, 
so that young people can contact the police 
about serious matters, such as online grooming.

www.stardoll.com
Stardoll staff moderate the website and have 
several filters in place to avoid things like 
name-calling and the use of bad language.

The robust team of highly trained Stardoll 
moderators and customer service staff can be 
contacted 24 hours a day, seven days a week 
via an easily accessible Report button 
(see screen shot below). 

The report button is featured prominently 
across all social features on Stardoll. 
The customer service staff also moderates 
Chats and Parties to ensure there are no 
offensive words or activities being carried out.

Stardoll also has a comprehensive help 
section for parents and guardians wishing  
to learn about online safety as well as a 
KidSafe feature which presents parents  
with a child under the age of 13 full control  
of their account.

www.twitter.com
You can report potential violations of the 
Twitter Rules and Terms of Service, such as 
breaches of privacy (e.g. someone posting 
a personal phone number), harassment, 
pornography, copyright infringement and 
child abuse images to the Twitter Trust & 
Safety team.

Click on ‘Help’ at the bottom of the Twitter 
homepage at www.twitter.com, then 
go to ‘Report Abuse or Policy Violations’ 
and choose which policy page is the most 
appropriate for your issue. You’ll then be given 
more information and the option to submit a 
support ticket request (see screen shot below).

When you file a report, you’ll need to provide 
the Twitter Username to which your report 
refers (i.e. your child’s Twitter Username), a 
detailed description of the issue you are 
reporting and direct links to any Tweets you 
would like reviewed.

For more information, go to: 
www.habbo.com/groups/
ReportingAbuse

For more information, go to: 
www.stardoll.com/en/help/parents

For more information, go to: 
http://support.twitter.com

s featured prominentl
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The IWF specifically deals with 
child sexual abuse content 
hosted anywhere in the world 
and criminally obscene adult 

content and non-photographic 
child sexual abuse images  
hosted in the UK. You are asked 
to indicate which of these three 
types of content you think you  
are reporting. 
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Simply tick the box indicating 
where you found the content 
(websites, newsgroups, emails 
with links…)

Provide the link or URL of 
the website where you have 
encountered the content. 
You can also leave additional 
comments should you wish.

You can choose whether to 
report anonymously or to leave 
your contact details. If you 
request feedback, the IWF  
will keep you informed about  
the progress of the assessment  
and the possible removal  
of the content. 

You will receive a message 
indicating your report has been 
submitted to the IWF. 

In 2011, the IWF processed a total of 41,877 reports and was able to take action on 12,966 URLs  
as they were considered to contain potentially criminal child sexual abuse content. 
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Reg Baileyg y

Reg Bailey is the Chief Executive  
of Mothers’ Union, an international 
charity with over four million members  
in 83 countries. He led the Independent 
Review into the Commercialisation and 
Sexualisation of Childhood.

www.themothersunion.org

For more information about the ‘Letting Children Be Children’ report, go to: 

couldn’t possibly talk to the kids 
about that. They know far more  
than I do.” I hear those few sentences 

almost more than any other when I speak to 
parents about their children and teenagers  
in Mothers’ Union parenting groups. It used  
to be said in the context of sex education  
30 years ago; today it is much more likely  
to be about the digital world. 

Many of us can relate to the scene in the BBC 
comedy programme ‘Outnumbered’ where 
mum is screaming with frustration at the laptop 
and eventually hands it over to her young son 
and suggests he installs the Parental Controls 
as she simply cannot do it. 

The sad thing is that the refusal to talk to 
children about sex and relationships was 
certainly nothing to do with young people 
knowing more than their parents. Now, our 
nervousness about talking about the digital 
world betrays a similar lack of confidence 
when it comes to engaging with our children 
about areas of life that may be complicated 
and, perhaps, embarrassing.

Most parents talk to their children about  
road safety – certainly, we see it as a prime 
responsibility before we allow our children to 
go out into the physical world on their own. 
Yet technology offers a huge opportunity  
for young people to travel far and wide in  
the virtual world and sometimes we do not 
take the same common sense precautions, 
perhaps because we feel uncomfortable  
with where the conversation may lead.

In 2011, I carried out a review into the 
commercialisation and sexualisation of 
childhood at the request of the Prime Minister. 
I was asked to look into this issue because  
so many parents are concerned that 
their children are coming under pressure  
to become consumers and that the world  
they live in is increasingly sexualised. 

The internet plays a major part in this and,  
in my report, called ‘Letting Children be 
Children’, I argued – with a lot of support from 
parents and young people – that Parental 
Controls should be made easier to set  
up and that any Web-enabled device or 
service should require the user to answer  
the question ‘Would you like to set up filters  
to screen out inappropriate material?’ at the 
point of purchase.

I always knew that some people would  
be able to circumvent those filters if they 
wanted and I did not want parents to have  
a false sense of security. What seemed to  
me to be most important was that parents  
and carers be nudged into having a 
conversation with their children about  
personal safety, about privacy, and about 
some of the less attractive material available 
on the internet, such as violence, hardcore 
pornography and self-harming websites.  
That conversation goes a long way in  
helping make our young people more  
aware and more resilient. 

I am also keen to see age ratings applied  
to currently exempted videos, particularly 
music videos, which received strong criticism 
in our Call for Evidence. 

A year on from my Review, progress has been 
slow, but the Department for Culture, Media 
and Sport has launched a public consultation 
on Exemptions to the Video Recordings Act  
to ask what changes should be made in order 
to address this issue.

Following my recommendation that there 
should be one single website where parents 
can complain about any TV programme, 
advert, website, product or service if they feel 
it is not appropriate for children, ParentPort 
(www.parentport.org.uk) was launched in 
late 2011. Run by the UK’s media regulators, 
including the Advertising Standards Authority 
and Ofcom, ParentPort aims to help protect 
children from unsuitable material on TV,  
in films, on the internet and in other media. 

Since its launch, ParentPort has done much  
to address the issue of making parents’ 
concerns heard but I am disappointed that 
research published by the Chartered Institute 
of Marketing in June 2012 showed that 85%  
of parents remained unaware of ParentPort. 
More needs to be done to raise the awareness 
of this important tool for parents. 

As digital technology plays an increasingly 
important role in our lives, core parenting  
skills are still important. Giving a child a  
sense of belonging, teaching them about 
interdependence as well as independence, 
and having the confidence to offer a sense  
of meaning to their lives remain crucial.

Over the years, I have seen those parents  
who get this and who have the joy of seeing 
their children develop a sense of emotional 
resilience and wellbeing to deal, not just with 
the virtual world, but also the real world in 
which we still spend most of our time. 
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In a letter to Reg Bailey following the 
publication of his report, Prime Minister 
David Cameron said:

Source: www.number10.gov.uk

Above: David Cameron with Children’s Minister 
Sarah Teather and Mothers’ Union Chief Executive  
Reg Bailey at 10 Downing Street in London.  
6 June 2011; PA copyright.
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op stars, footballers, 
actors… barely a day 
goes by without some 

scandal hitting the headlines 
about a celebrity sending a 
sexually-explicit photo or video 
that has got into the wrong 
hands. Is it any surprise that, 
surrounded by this ‘wallpaper’ 
of sexualisation, children and 
teenagers are also tempted  
to do the same?

Indeed, a study by the 
University of Melbourne reveals 
that young people believe a 
media culture that bombards 
them with sexualised images 
creates pressure to engage 
in what is commonly known 
as sexting. The umbrella 
term ‘sexting’ is used to 
describe a range of behaviours 
whereby young people use 
technology to explore sex and 
relationships – from sending 
flirtatious picture texts to 
exchanging hardcore sexual 
videos. Young people might 
not realise that they could be 
breaking the law by sending, 
receiving or forwarding on 
sexual photos and videos  
of under-18s.

What is proving difficult, 
however, is understanding the 
scale of the issue. The results 
of a number of studies into 
sexting among young people 
are so varied that it is difficult 
to determine the true 
prevalence of the problem.

 k A 2008 survey in the 
US by The National 
Campaign to Prevent 
Teen and Unplanned 
Pregnancy and 
CosmoGirl.com found 
that 37% of teenage  
girls and 40% of teenage 
boys were sending or 
posting sexually 
suggestive messages

 k A study by the University 
of New Hampshire 
Crimes against Children 
Research Center in late 
2011 revealed that only 
2.5% of 10 to 17-year- 
olds had participated in 
sexting in the last year

 k Beatbullying’s 2009 
research in the UK 
indicated that over a third 
(38%) of under-18s have 
received an offensive or 
distressing sexual image 
via text or email

 k The Pew Internet & 
American Life Project 
(December 2009) found 
that 4% of mobile phone 
owners aged 12 to 17 in 
the US have sent sexually 
suggestive images of 
themselves by phone and 
15% have received ‘sexts’ 
containing images of 
someone they know

 k In a report for UK charity 
the NSPCC (May 2012), 
researchers at the 
Institute of Education, 
King’s College London, 
London School of 
Economics and Open 
University stated that 
statistics for young 
people involved in sexting 
range between 15% and 
40%, depending on their 
age and the way sexting 
is measured

As many researchers 
acknowledge, it’s normal for 
adolescent boys and girls to 
explore sex and relationships. 
And, with the explosion in 
digital devices giving them 
24/7 access to the internet  
and their friends, it’s no 
surprise that young people  
are using communication 
technologies like laptops, 
smartphones and webcams 
as part of their exploration. 

“The desire for risk-taking and 
sexual exploration during the 
teenage years combined with a 
constant connection via mobile 
devices creates a ‘perfect storm’ 
for sexting,” comments Amanda 
Lenhart of Pew Internet. 
“Teenagers have always 
grappled with issues around sex 
and relationships, but their 
coming-of-age mistakes and 
transgressions have never been 
so easily transmitted and 
archived for others to see.”

It’s certainly a complex area – 
especially as many young 
people are grappling with 
issues like fitting in, feeling 
attractive and being popular 
– and it’s difficult to determine 
the various causes and effects 
of sexting. Often, teenage boys 
and girls are pressured by 
others into taking and passing 
on provocative or naked 
images of themselves – it might 
involve taking a photo of an 
intimate part of their body with 
someone’s name written on it 
in marker pen to show it’s the 
‘property’ of that person or 
sharing videos of ‘daggering’ 
(an explicit dance), for example.

In early 2012, a small scale 
study for the NSPCC (the 
researchers spoke to 35, 13 
to 15-year-olds at two London 
schools) revealed that girls, 
in particular, face increasing 
pressure to provide sexually 
explicit pictures of themselves. 

As Jessica Ringrose from the 
Institute of Education, who led 
the NSPCC research, explains: 
“Girls are being pressured by 
text and on BlackBerry 
Messenger to send ‘special 
photos’ and perform sexual 
services for boys from an early 
age. In some cases they are as 
young as 11… Some of them 
found ingenious ways to fend 
off the demands but still the 
pressures are immense and 
the younger girls in particular 
wanted help.”

Threat comes mostly 
from peers

Sexting is often 
coercive

Girls are the most 
adversely affected

Technology amplifies 
the problem

Sexting reveals wider 
sexual pressures

Ever younger children 
are affected

Sexting practices are 
culturally specific

Source: A Qualitative Study of 
Children, Young People and Sexting 
for the NSPCC, May 2012

“What’s most striking about 
this research is that many 
young people seem to accept 
all this as just part of life. But it 
can be another layer of sexual 
abuse and, although most 
children will not be aware, it is 
illegal,” comments Jon Brown, 
Head of the Sexual Abuse 
Programme at the NSPCC.

The ‘wallpaper’ of sexualisation 
that surrounds children and 
teenagers is clearly having  
an impact. But, with such  
mixed findings in academic 
research and other studies,  
it remains difficult to determine 
the prevalence of sexting 
among adolescents. 

What is known is that young 
people in the UK could be 
breaking the law if they have  
in their possession, or distribute, 
indecent images of a person 
under the age of 18 on to 
someone else. So parents would 
be wise to keep their eyes, ears 
and the lines of communication 
well and truly open.
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 about sexting as part 

of wider discussions about 
relationships, sex, growing up 
and respecting others. Don’t 
panic and don’t worry if you find 
it embarrassing – the important 
thing is to open up the dialogue 
and begin guiding your child

 that 
young people don’t necessarily 
label things in the same way 
adults might – your son or 
daughter might not consider 
something to be ‘sexting’ even if 
you do, so choose your language 
carefully when speaking to them

 with your child 
what could happen if they share 
a sexual image of themselves 
(like it being seen by someone 
they don’t want to see it, spread 
around school or even broadcast 
on Facebook or BlackBerry 
Messenger). Once they share 
an image on the internet or on a 
text, it can end up anywhere and 
they won’t be able to get it back

 them that 
you understand there’s a lot  
of pressure to send revealing 
photos or videos and work 
together to come up with ways  
to try and resist the pressure

 that it’s illegal 
to take, hold or share indecent 
images of under-18s in the UK

 them not 
to pass other people’s sexts on, 
as it could be part of a bullying 
campaign and they could be 
breaking the law

 whether sharing 
sexual messages and images 
online and on mobiles is covered 
as part of your child’s sex 
education classes at school and 
how their teachers would handle 
sexting incidents

www.ceop.police.uk

www.commonsensemedia.org

www.familylives.org.uk

www.nspcc.org.uk

www.thatsnotcool.com

www.netfamilynews.org

www.pewinternet.org

Sexting (a combination
of the terms sex and texting) 

is the act of creating, posting  
or receiving sexual photos or 
videos via mobiles or the internet. 
These images could involve young 
people removing their clothes, 
masturbating and performing 
sexual acts. 

(High school student interviewed 
by Pew Internet) 

Often, teenagers consent to 
exchanging these images – they 
might choose to share them with a 
current boyfriend or girlfriend, with 
someone they know and would 
like to date, or even with someone 
they have only met online. They 
might even simply exchange ‘rude’ 
photos or videos with friends for a 
laugh. In some cases, however, 
the sender is pressured into taking 
and sharing the image. 

Exploring relationships and 
sex is a normal part of 

adolescence – the digital world 
simply offers teenagers another 
way to investigate this part of 
growing up.

With young people now so used 
to documenting their lives online, 
they might not always think 
before they post. They happily 
post photos, videos and status 
messages and exchange texts 
about the minutiae of their days 
and, if they are involved in a 
relationship (or would like to be), 
they don’t treat that any differently. 

They might exchange sexual 
messages and images as a way 
of flirting, proving commitment, 
showing off, or even just as a joke. 
And they might not even consider 
what they send to be ‘sexting’.

“Sexually-suggestive images  
have become a form of 
relationship currency…” explains 
Amanda Lenhart, the author of a 
report by Pew Internet on ‘Teens 
and Sexting’. “These images are 
shared as a part of or instead  
of sexual activity, or as a way of 
starting or maintaining a relationship 
with a significant other. And 
they’re also passed along to 
friends for their entertainment 
value, as a joke or for fun.”

Sometimes, it might not even 
be about relationships or sex. 
Kids and teens might simply think  
it’s funny to send a friend a picture 
of an intimate body part.

Often, young people sext for 
fun or as a romantic gesture 

and don’t consider the potential 
ramifications – both for the sender 
and the recipient. In the digital world, 
images can be copied, manipulated, 
posted online or sent to others in a 
matter of seconds and the creator 
can soon lose control of their 
extremely personal photo or video.

There are a number of 
consequences when a sext is 
shared. In her report about 
sexting for the Family Online 
Safety Institute (FOSI), Nancy V. 
Gifford relates the impact of 
sexting to the three forms of 
online safety identified by Anne 
Collier of Netfamilynews.org

Bullying might occur if sexual 
images are shared with other 
people, often without the 
subject’s permission. In some 
cases, bullying might lead to 
tragic consequences, such as 
self-harm or suicide.

Young people might feel that 
trust has been broken (i.e. if a 
boyfriend or girlfriend forwards  
on a private image) and they could 
also become the target of bullies.

Once an image has been shared,  
it cannot be retrieved and the 
subject might not know who it has 
been passed on to. Schools might 
take disciplinary action, for example, 
and study and employment 
opportunities could be affected. 
Crucially, the sender and recipient 
could be breaking the law.

Furthermore, the police are 
concerned that sex offenders who 
search for sexual images of young 
people on the Web might make 
contact, pass the image on to 
others or blackmail the person  
in the image into committing 
indecent acts.

Watch CEOP’s short  
film, called ‘Exposed’,  

to see how a 15-year-old girl 
deals with the consequences 

of an inappropriate photo  
she has sent 

www.youtube.com/ceop

What 
is sexting?

Why do young 
people sext?

What are the 
consequences?

By having in their possession, 
or distributing, indecent images 
of a person under the age of 18 
on to someone else, young 
people in the UK could be 
breaking the law.
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Mum’s the word
In a 2011 survey by the UK charity 

Family Lives, 67% of parents  
felt they were best placed to talk  
to their children about sexting.  

Only 57% of dads were prepared  
to discuss the issue compared  

to 75% of mums, however.
Source: Family Lives Parents’  
Week survey, October 2011

 



’d rather,” deadpans Philippa Grogan, 
16, “give up, like, a kidney than my 
phone. How did you manage before? 

Carrier pigeons? Letters? Going round each 
others’ houses on BIKES?” Cameron Kirk, 
14, reckons he spends “an hour, hour-and-
a-half on school days” hanging out with his 
450-odd Facebook friends; maybe twice 
that at weekends. “It’s actually very practical 
if you forget what that day’s homework is. 
Unfortunately, one of my best friends doesn’t 
have Facebook. But it’s OK; we talk on our 
PlayStations.”

Emily Hooley, 16, recalls a Very Dark Moment: 
“We went to Wales for a week at half term 
to revise. There was no mobile, no TV, no 
broadband. We had to drive into town just to 

get a signal. It was really hard, knowing people 
were texting you, writing on your Wall, and you 
couldn’t respond. Loads of my friends said 
they’d just never do that.”

Teens, eh? Not how they were when I was 
young. Nor the way they talk to each other. 
Let’s frighten ourselves, first: for a decade, the 
Pew Internet & American Life Project has been 
the world’s largest and most authoritative 
provider of data on the internet’s impact on the 
lives of 21st-century citizens. Since 2007, it has 
been chronicling the use teenagers make of 
the net, in particular their mass adoption of 
social networking sites. It has been studying 
the way teens use mobile phones, including 
text messages, since 2006.

 
This is what the Project says about the way  
US teens (and, by extension, teenagers in 
much of western Europe: the exact figures 
may sometimes differ by a percentage point  
or two, but the patterns are the same) 
communicate in an age of Facebook Chat, 
instant messaging and unlimited texts. Ready?

First, 75% of all teenagers (and 58% of 
12-year-olds) now have a mobile phone. 
Almost 90% of phone-owning teens send and 
receive texts, most of them daily. Half send 50 

’
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or more texts a day; one in three send 100. 
In fact, in barely four years, texting has 
established itself as comfortably “the preferred 
channel of basic communication between 
teens and their friends”.

But phones do more than simply text, of 
course. More than 80% of phone-owning 
teens also use them to take pictures (and 64% 
to share those pictures with others). Sixty per 
cent listen to music on them, 46% play games, 
32% swap videos and 23% access social 
networking sites. The mobile phone, in short, 
is now “the favoured communication hub for 
the majority of teens”.

As if texting, swapping, hanging and generally 
spending their waking hours welded to their 
phones wasn’t enough, 73% use social 

networking sites, mostly Facebook  
– 50% more than three years ago. Digital 
communication is not just prevalent in 
teenagers’ lives. It IS teenagers’ lives.

There’s a very straightforward reason, says 
Amanda Lenhart, a Pew senior research 
specialist. “Simply, these technologies meet 
teens’ developmental needs,” she says. 
“Mobile phones and social networking sites 

make the things teens have always done – 
defining their own identity, establishing 
themselves as independent of their parents, 
looking cool, impressing members of the 
opposite sex – a whole lot easier.”

Flirting, boasting, gossiping, teasing, hanging 
out, confessing: all that classic teen stuff has 
always happened, Lenhart says. It’s just that it 
used to happen behind the bike sheds, or via 
tightly folded notes pressed urgently into 
sweating hands in the corridor between 
lessons. Social networking sites and mobile 
phones have simply facilitated the whole 
business, a gadzillion times over.

For Professor Patti Valkenburg, of the 
University of Amsterdam’s internationally 
respected Centre for Research on Children, 

of all teenagers (and 58% of 12-year-
olds) now have a mobile phone. 
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Adolescents and the Media, “contemporary 
communications tools” help resolve one of the 
fundamental conflicts that rages within every 
adolescent. Adolescence, she says, is 
characterised by “an enhanced need for 
self-presentation, or communicating your 
identity to others, and also self-disclosure – 
discussing intimate topics. Both are essential 
in developing teenagers’ identities, allowing 
them to validate their opinions and determine 
the appropriateness of their attitudes and 
behaviours.”

But, as we all recall, adolescence is also a 
period of excruciating shyness and aching 
self-consciousness – which can make all that 
self-presentation and self-disclosure 
something of a perilous, not to say agonising, 
business. So the big plus of texting, instant 
messaging and social networking is that it 
allows the crucial identity-establishing 
behaviour, without the accompanying 
embarrassment. “These technologies give 
their users a sense of increased controllability,” 
Valkenburg says. “That, in turn, allows them to 
feel secure about their communication, and 
thus freer in their interpersonal relations.”

 
“Controllability”, she explains, is about three 
things: being able to say what you want 
without fear of the message not getting 
through because of that humungous spot on 
your chin or your tendency to blush; having the 
power to reflect on and change what you write 
before you send it (in contrast to face-to-face 
communication); and being able to stay in 
touch with untold hordes of friends at times, 
and in places, where your predecessors were 
essentially incommunicado.

But what do teenagers make of this newfound 
freedom to communicate? Philippa reckons 
she sends “probably about 30” text messages 
every day, and receives as many. “They’re 
about meeting up – where are you, see you  
in ten, that kind of thing,” she says. “There’s 
an awful lot of flirting goes on, of course.  
Or it’s, ‘OMG, what’s biology homework?’. 
And, ‘I’m babysitting and I’m SOOOO bored.’” 
(Boredom appears to be the key factor in the 
initiation of many teen communications.)

Like most of her peers, Philippa wouldn’t 
dream of using her phone to actually phone 
anyone, except perhaps her parents – to 
placate them if she’s not where she should be, 
or ask them to come and pick her up if she is. 
Calls are expensive, and you can’t make them 
in class (you shouldn’t text in class either, 
but “lots of people do”).

Philippa also has 639 Facebook friends, and 
claims to know “the vast majority” (though 
some, she admits, are “quite far down the food 
chain”). “I don't want to be big-headed or 
anything, but I am quite popular,” she says. 
“Only because I don’t have a social life outside 
my bedroom, though.” When I call her, 129  
of her friends are online.

Facebook rush-hour is straight after school, 
and around nine or ten in the evening. “You 
can have about ten chats open at a time, then 
it gets a bit slow and you have to start deleting 

people,” Philippa says. The topics? “General 
banter, light-hearted abuse. Lots of talk  
about parties and about photos of parties.” 
Cred-wise, it’s important to have a good, 
active Facebook profile: lots of updates,  
lots of photos of you tagged.

Sometimes, though, it ends in tears. Everyone 
has witnessed cyber-bullying, but the worst 
thing that happened to Philippa was when 
someone posted “a really dreadful picture of 
me, with an awful double chin”, then refused  
to take it down. “She kept saying, ‘No way, it’s 
upped my profile views 400%,’” says Philippa. 
It’s quite easy, she thinks, for people to feel 
“belittled, isolated” on Facebook.

There are other downsides. Following huge 
recent publicity, teens are increasingly aware 
of the dangers of online predators. “Privacy’s 
a real issue,” says Emily. “I get ‘friend’ requests 
from people I don’t know and have never 
heard of; I ignore them. I have a private profile. 
I’m very careful about that.”

A 2009 survey found up to 45% of US 
companies are now checking job applicants’ 
activity on social networking sites, and 35% 
reported rejecting people because of what 
they found. Universities and colleges, similarly, 
are starting to look online. “You need to be 
careful,” says Cameron Kirk, astute and aware 
even at 14. “Stuff can very easily get 
misunderstood.” Emily agrees, but adds: 
“Personally, I love the idea that it’s up there for 
ever. It’ll be lovely to go back, later, and see all 
those emotions and relations.”

Pew’s Lenhart says research (by Danah Boyd 
of Microsoft Research) has revealed a class 
distinction in many teens’ attitudes to online 
privacy. “Teens from college-focused, 
upper-middle-class familes tend to be much 
more aware of their online profiles, what they 
say about them, future consequences for jobs 
and education,” she says. “With others, there’s 
a tendency to share as much as they can, 
because that’s their chance for fame, their 
possibility of a ticket out.”

 
The question that concerns most parents, 
though, is whether such an unprecedented, 
near-immeasurable surge in non face-to-face 
communication is somehow changing our 
teenagers – diminishing their ability to conduct 
more traditional relationships, turning them into 
screen-enslaved, socially challenged adults. 
Yet teens, on the whole, seem pretty sensible 
about this. Callum O’Connor, 16, says there’s 
a big difference between chatting online and 
face-to-face. “Face-to-face is so much clearer,” 

he says. “Facebook and instant messaging 
are such detached forms of communication. 
It’s so easy to be misinterpreted, or to 
misinterpret what someone says. It’s terribly 
easy to say really horrible things. I’m 
permanently worrying – will this seem 
heartless, how many kisses should I add,  
can I say that?”

He’s certain that what goes on online “isn’t 
completely real. Some people clearly think  
it is, but I feel the difference. It’s really not the 
same.” Emily agrees: “It’s weird. If I have a 
massive fight on Facebook, it's always, like, 
the next day, did it actually matter? Was it 
important? I always go up to the person 
afterwards and talk to them face-to-face, 
to see their emotions and their expressions. 
Otherwise you never know. It’s complicated.”

Emily is fairly confident that social networking 
and texting aren’t changing who she is. “I’m 
the same online and in person. All this is an 
extension to real life, not a replacement.” Olivia 
Stamp, 16 and equally self-aware, says she 
thinks social networking actually helps her to 
be more herself. “I think of myself as quite a 
shy person,” she says. “So it’s actually easier 
to be myself on Facebook because you 
can edit what you want to say, take your time; 
you don’t feel awkward. I definitely feel more 
confident online – more like the self I know 
I really am, beneath the shyness.”

These new communications technologies, 
Olivia says, are “an enhancement, an 
enrichment actually. They bring people even 
closer, in fact, without replacing anything. 
We’re not socially abnormal. Look at us!” And 
the experts seem to back that up. Valkenburg 
says: “Our research gives no reason at present 
for concern about the social consequences 
of online communication – but it’s early days. 
What if the constant self-confirmation teens 
experience online turns into excessive 
self-esteem, or narcissism? We don't 
know yet.”

Lenhart puts it another way. “Our research 
shows face-to-face time between teenagers 
hasn’t changed over the past five years. 
Technology has simply added another layer 
on top. Yes, you can find studies that suggest 
online networking can be bad for you. But 
there are just as many that show the opposite.”

We should, she suggests, “Step back.  
The telephone, the car, the television – they all, 
in their time, changed the way teens relate to 
each other, and to other people, quite radically. 
And how did their parents respond? With the 
same kind of wailing and gnashing of teeth 
we’re doing now. These technologies change 
lives, absolutely. But it’s a generational thing.” 

* Jon Henley, 16 July 2010 (“the Content”).  
© Guardian News & Media Ltd 2010

A 2009 survey found up to 45%  
of US companies are now checking  
job applicants’ activity on social 
networking sites.
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emember the days when your photos 
were consigned to dusty albums that 
no-one ever looked at? Not any more. 

Digital technologies have given photography  
a new lease of life, encouraging us to share 
our favourite moments with other people at the 
click of a button.

For teenagers in particular, sharing photos 
online and via their mobile has become an 
important social activity. Armed with only their 
phone, they can take a picture of their friends 
(perhaps using Instagram or Facebook’s 
Camera app), upload it to their Facebook or 
Twitter profile, or pass it on by text, in a matter 
of seconds.

As one teenage boy explains, “My group of 
friends usually put all our photos up (on the 
internet). Most of us have a camera, especially 
on our phones. We take loads of photos at 
parties, that sort of thing.

Posting a lot  
of personal 
information and 
pictures online 
might seem like 
a good idea  
at the time, but 
some young 
people don’t 
consider  
the potential 
ramifications  

of having such a broad digital footprint. 

Could their photos be found via a search 
engine and be seen by anyone? Might a friend 
be offended if they post a photo of them 

without asking their permission? What if 
someone they know posts an embarrassing 
photo of them? Could a stranger discover their 
whereabouts if they tag their location in an 
online photo or include identifying information, 
such as their school uniform? Is it really wise 
to text a sexually-suggestive photo to their 
boyfriend or girlfriend?

For parents too, it’s vital to consider your own 
digital footprint. If you regularly publish photos  
of your children on the Web and tag the location, 
could you be putting your family at risk?

Photo-sharing websites like Flickr and  
Picasa started the trend for tagging pictures  
(i.e. assigning them with a person’s name  
or location) but it is Facebook that has taken 
tagging to a whole new level. By the end of 
2010, Facebook users were adding more  
than 100 million tags to photos every day.

Posting a lot

Check out the short film  
by the Australian 

Communications and  
Media Authority’s  

Cybersmart programme at  
www.cybersmart.gov.au/

tagged/
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As Facebook engineer Justin Mitchell  
explains on the company’s blog, “They do it 
because it’s an easy way to share photos and 
memories. Unlike photos that get forgotten in 
a camera or an unshared album, tagged 
photos help you and your friends relive 
everything from that life-altering skydiving trip 
to a birthday dinner where the laughter never 
stopped. Tags make photos one of the most 
popular features on Facebook.”

As the author of Common Sense Media’s 
‘Social Media, Social Life’ study points out, 
however, digital photos can be both fun and 
nerve-wracking at the same time.

Tagging is second nature to many young 
people but, as any adult who has watched in 
horror as unflattering photos have appeared 
on Facebook would admit, it sometimes feels 
like the control is being taken out of the 
subject’s hands.

Your son or daughter might feel uncomfortable 
if 100s of photos of the party they went to at 
the weekend or a snap of them being silly at 
school appeared online with their name 
tagged. At the same time, they might feel left 
out if they see photos of their friends together 
and they weren’t invited or they might worry 
about their popularity if they don’t get  
any ‘Likes’ or comments about photos they 
post online.

With tagging now an automated process on 
some websites – facial recognition software 
means your son or daughter might be tagged 
in friends’ photos every time they appear in 
one – it’s even more important that your child 
sets some tagging boundaries. 

Fortunately, there are ways to stay in control  
of the photos we’re tagged in online by using 
built-in privacy controls. For example, 
Facebook offers a ‘tag review’ feature so that 
users can approve or reject photos that they 
have been tagged in before they go on their 
profile or timeline. Users also have various 
options for taking action once they have been 
tagged in a picture.

Among the 75% of 13 to 17-year-olds who currently have a profile on a social networking  
website, the table below shows the percentage who agree strongly or somewhat that they:

 75%a

 29%a

 57%a

 28%a

 45%a

 10%a

 35%a

 42%b

 15%b

 28%b

 9%b

 24%b

 14%b

 19%b

 59%

 22%

 43%

 17%

 35%

 12%

 27%

It’s a computer application that  
automatically identifies a person from  
a digital image – e.g. by comparing facial 
features with those in images already  
stored on a database.

    

 

 

 

 

 

 

 

 

 

Love posting 
photos of 
themselves online

Feel bad if they 
don't get a lot of 
‘likes’ for photos

Sometimes feel left 
out after seeing 
photos of others

Have edited photos 
of themselves 
before posting+  

Worry about people 
posting ugly photos 
of them

Feel pressured  
to post photos of 
themselves online

Get stressed about 
how they look when 
posting photos

+Among social network users, percent saying ‘yes’.
Note: Items with different superscripts differ significantly at the level of p<.05. 

Source: ‘Social Media, Social Life: How Teens View Their Digital Lives’ 
study by Common Sense Media, June 2012 – www.commonsensemedia.org

If your son or daughter doesn’t like a tag that someone adds to a photo of them on  
Facebook, they can:

 k Remove the photo from their profile

 k Remove the tag – the post will still be on Facebook but it will no longer link  
to their profile or timeline

 k Send the owner of the photo a message asking them to remove it

 k Report the photo to Facebook – if it contravenes Facebook’s terms of service,  
it will be removed

 k Block the owner of the photo – all tags from this person will be removed and  
your child will no longer be able to see or interact with them on Facebook

 

 

 

Girls 

Boys 

All 
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 to your child about 

how they can protect their 
privacy online and show them 
how to make the most of built-in 
privacy controls on services  
like Facebook

 them that anything 
they post online can be seen, 
copied, changed and forwarded 
on to other people and could be 
available forever

 responsible online 
behaviour – if your child wouldn’t 
want embarrassing photos of 
themselves posted online, they 
shouldn’t post embarrassing 
photos of other people

 them to 
ask for their friends’ permission 
before tagging them in photos

 how facial 
recognition software could mean 
they are automatically tagged in 
friends’ photos

them how to review 
and report tags on Facebook

 your son or 
daughter to turn off the location 
feature on their mobile, especially 
if they upload photos from it – 
and do the same yourself

 them to 
not include any identifying 
information in their photos, such 
as their address or school name

 sexting as part 
of a wider chat about sex and 
relationships – it might be 
embarrassing for both you and 
your kids but it’s crucial that  
you address this

www.commonsensemedia.org

www.cybersmart.gov.au/

www.facebook.com/safety

www.instagram.com

www.thinkuknow.co.uk

www.saferinternet.org.uk

The proliferation of GPS and Wi-Fi services on 
mobile devices, such as smartphones like the 
iPhone and BlackBerry and tablets like the iPad  
and Samsung Galaxy Tab, have made it easy  
to assign a location to a photo before sharing it  
with online networks. 

“People are increasingly comfortable with sharing 
more and more information in their digital spaces. 
For many, it’s a no-brainer to include a location tag 
on a picture so that their contacts know where they 
are,” says Annie Mullins OBE of Vodafone. “But they 
might not have considered exactly who will be able 
to see their location and whether it might put them 
– or the people they’re with – at risk in any way.”

Teenagers are already huge fans of these kind of 
location (geo-tagging) services. As a study by the 
internet security firm McAfee reveals, around 
three-quarters of 13 to 17-year-olds have included 
their physical location in their social networking 
status. Innovative new apps, such as Color (which 
lets your friends see exactly what you see live 
through your phone), are also capturing young 
people’s imagination.

Mullins adds: “Broadcasting where you are to all your 
friends online could be risky, especially for young 
people. They’re putting their trust in their online social 
networks, which might be made up of 100s or even 
1,000s of people – some of whom they might not 
even know in real life.”

If a young person posts photos regularly from the 
same location, it might not take long for someone  
to work out where they live or go to school,  
for example.

Facebook has taken steps to help protect young 
people when it comes to location tagging. If a young 
person chooses to add their location to posts, only 
their friends will see it. Furthermore, the location 
sharing option for teens is defaulted to ‘off’ – they 
have to turn it on by clicking the location icon button.

As with any part of their digital lives, parents are 
encouraged to talk to their children about the 
potential risks of location services and to also bear 
them in mind if they decide to geo-tag a photo  
of their child themselves.

Whilst most digital photos exchanged by children 
and teenagers are perfectly harmless, research 
shows that some young people are sending and 
receiving nude and sexually-suggestive photos and 
videos, known as ‘sexting’. 

“Sexually-suggestive images have become a form  
of relationship currency,” explains Amanda Lenhart, 
author of a major report on sexting by US research 
firm Pew Internet. “These images are shared as a 
part of or instead of sexual activity, or as a way of 
starting or maintaining a relationship with a significant 
other. And they’re also passed along to friends for 
their entertainment value, as a joke or for fun.”

What starts off as a private exchange between  
two people can escalate out of control and the 
consequences can be extremely serious. Anyone 
from a complete stranger to a potential employer 
might see the image and the police are also 
concerned that sex offenders who search the 
internet for sexual images of young people might 
make contact. 

Furthermore, the sender and recipient could be 
breaking the law by taking, holding or sharing 
indecent images of a minor.

It’s crucial that parents talk to their children about 
sexting now, as part of a wider discussion about sex 
and relationships – even if your son or daughter isn’t 
participating in it themselves, they might know other 
young people who are. 

As photos become an increasingly large part of your 
child’s digital footprint, they can’t be ignored.

“I would encourage young people to really think 
about what they post today and understand that it 
can last a long time,” comments Lord Richard Allan 
of Facebook. “Even if they decide they want to take 
something down, others could have copied it or 
saved it.”

Marsali Hancock of the Internet Keep Safe Coalition 
adds: “Everything a young person does online 
contributes to their digital reputation.”

This point about digital reputation is crucial. Photos 
that are posted now could be there forever and for 
anyone to see. Would your child – and you – be 
comfortable with that?

In addition to using the privacy tools offered by many 
online and mobile services, the ‘think before you 
post’ mantra still stands. With their parents’ 
guidance, young people will hopefully bear this in 
mind the next time they click, tag and share.  



hy does she look 
so worried?” you 
ask yourself, as you 

catch your teenage daughter’s 
eye across the living room. She’s 
been glued to her mobile for the 
last hour with only an occasional 
glance up at the TV and something 
seems to be bothering her.

The truth could be quite complex. 
With places like Facebook and 
BlackBerry Messenger (‘BBM’) 
now such important social hubs 
for young people, they are often 

navigating them without the kind 
of parental guidance they would 
get in other areas of their life.  
Just like in the real world, they 
come across a broad spectrum  
of personalities and behaviour 
online and they are developing 
their own coping mechanisms, 
often in line with what is 
considered to be ‘the norm’ 
within their own community. 

Against this backdrop, research 
reveals that many children and 
teenagers are not even using the 
same language as adults would 
to describe negative online 
behaviour – referring to it as 
‘drama’ rather than ‘bullying’. 

“Discovering new interests, 
building friendships and testing 
boundaries is all part of growing 
up,” comments Annie Mullins OBE 
of Vodafone. “A lot of this is now 
done through social networks and 
smartphones and young people 
are developing increasingly 
sophisticated ways of creating 
and managing their digital 
persona. For some children and 
teenagers, the internet and other 
technologies give them a sense of 
freedom and perceived anonymity 
so they might behave very 
differently online to how  

they do in real life – that can be 
difficult for parents to understand.”

While much of what young people 
see and experience in the digital 
world is positive (teens comment 
that social networking sites help 
them to strengthen friendships 
and feel good about themselves, 
for example), it is not without its 
challenges. Just like in the real 
world, your child might come 
across meanness, cruelty and 
bullying online and when this kind 
of behaviour takes place in front 
of an audience of hundreds of 
other teenagers on Facebook 
or via text message, it can be 
particularly hard to handle.

As Amanda Lenhart of the  
Pew Research Center’s  
Internet & American Life Project 
explains, “Social networking  
sites have created new spaces  
for teens to interact and they 
witness a mixture of altruism  
and cruelty on those sites.  
For most teens, these are  
exciting and rewarding spaces. 
But the majority have also seen  
a darker side. And for a subset  
of teens, the world of social  
media isn’t a pretty place because  
it presents a climate of drama  
and mean behaviour.”

Meanness (be it someone  
being mean to your own child  
or your child being mean to 
someone else) can be a difficult 
pill to swallow for any parent. 
Throw in the ‘digital factor’ and 
even the most savvy mums  
and dads might find it difficult  
to know how to help their son and 
daughter stay in control. What 
advice should you give them 
about dealing with things like 
name calling on Facebook  
or a rumour being rapidly spread 
by text message? When does 
online meanness become 
bullying? What practical steps  
can your child take to help  
protect themselves?

The good news is that positive 
behaviour is prominent on  
places like Facebook. In a 2011 
study of teens by Pew Internet  
in partnership with the Family 
Online Safety Institute (‘FOSI’), 
Lenhart and her colleagues  
found that more than two-thirds  
of young people who use social 
networking websites say their 
peers are mostly kind to one 
another on such sites. 

 
Beatbullying  
www.beatbullying.org

 
ChildLine  
www.childline.org.uk

 
Cybermentors  
www.cybermentors.org.uk

 
 
Common Sense Media  
www.commonsensemedia.org
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For more information and advice about bullying, go to: 

 the person who uses digital media tools 
to deliberately upset or harass their target

 the person who is being bullied

 the kids who are aware that something 
cruel is going on but who stay on the sidelines. In some cases,  
they might participate in the bullying themselves by commenting  
on a post or sharing a text

 those who take action by sticking 
up for the target, addressing the bully, or reporting the incident

Source: Common Sense Media

On the other hand, 88% of these 
teens said they have witnessed 
people being mean and cruel  
to other people on these sites  
and 15% reported that they have 
personally been the target of 
mean or cruel behaviour.

“While teenage conflict is nothing 
new, today’s gossip, jokes and 
arguments often play out through 
social media like Formspring, 
Twitter and Facebook,” point  
out Dr Danah Boyd and Dr Alice 
Marwick, who have spoken to 
hundreds of teenagers about  
their online lives as part of their 
research for Microsoft.

So, how are teens dealing with 
this kind of negative behaviour? 
Do they stand up for themselves 
and others? Or do they sometimes 
join in? 

According to the Pew Internet 
research, most teens who witness 
online cruelty choose to ignore it 
but nearly a quarter have joined  
in the harassment of others on a 
social networking site. 80% have 
stepped in and defended a victim 
of meanness, however. 

For young people and parents 
alike, it can be difficult to 
determine when meanness 
becomes something more 
serious, like bullying. 

The UK charity Cybermentors 
defines cyberbullying as ‘…when 
someone uses technology, like 
the internet or a mobile phone,  
to deliberately hurt, humiliate, 
harass, intimidate or threaten 
someone else’ and points out  
that bullying is something that  
is done on purpose and is a 
repeated action. 

9% of teens who spoke to Pew 
Internet said that they had been 
bullied by text message in the  
last 12 months and 8% had  
been bullied online (via email,  
a social networking site or 
instant messaging).

Bullying – whether offline or  
online – can undermine a young 
person’s confidence, self-esteem 
and sense of security and also 
affect their school attendance and 
performance. In the most serious 
cases, the victim might harm 
themselves or even feel that their 
life isn’t worth living any more.

Even if your child has never bullied 
anyone in real life, they might act 
differently in the digital world. 
They might perceive that they are 
anonymous online or they might 
not realise that teasing and being 
mean to people via text or on 
Facebook is just as bad as saying 
it in person. In fact, writing and 
publishing a comment can have a 
much greater impact that saying 
something to someone’s face 
when it can be shrugged off and 
a child may hesitate or think twice 
to say it all.

Understanding meanness and 
bullying has never been easy for 
parents but new research has 
revealed an added complication – 
adults and teens simply don’t 
view these issues in the same way 
and they don’t even use the same 
language to refer to them.

A new study by Boyd and 
Marwick investigates what teens 
like to call ‘drama’. According to 
the authors, dramas on social 
networking sites like Facebook 
include posting inappropriate 
photos and videos, private 
conflicts that become public 
standoffs, cries for attention and 
relationship breakups, make-ups 
and jealousies.

Reflecting what teens see on soap 
operas and reality TV, these dramas 
take place in front of a captive online 
audience. Those watching on their 
laptop or mobile can even get 
involved themselves – by posting a 
message of support on someone’s 
Facebook wall, for example.

While adults who witness this kind 
of behaviour might regard  
it as bullying, Boyd and Marwick 
ask whether teens refer to these 
interpersonal conflicts that are 
played out online as ‘drama’ as 
a way of defending themselves 
against the realities of aggression, 
gossip and bullying. In other 
words, do they call it ‘drama’  
to save face and not take on the 
mantle of either bully or victim?

It certainly seems that the 
boundaries between meanness, 
drama and bullying are somewhat 
blurred in the digital world.  
What remains clear, however,  
is that families should have regular 
conversations about the kind of 
experiences their kids are having 
online and should also discuss 
why it’s so important to behave 
responsibly and respectfully, just 
as you would expect them to in 
the real world. For, even if adults 
and young people seem to speak 
a different language at times, 
good digital manners can still  
be a common goal. 
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 to your child regularly 

about their online friendships as 
well as their offline friendships 

 them that they 
can come to you if they have any 
concerns about people being 
mean to them online 

 in mind that what you, 
as an adult, might consider to be 
bullying might simply be seen as 
gossip or drama to your child 
– be sensitive to how they want 
to handle matters

 for behaviour 
changes that could be a sign  
that your son or daughter  
is being bullied or is bullying 
someone else

 
tools like Parental Controls on 
your child’s computer, mobile 
and games console, privacy 
settings and ‘Report/Block’ 
options on social networking 
websites like Facebook

 practical as well as 
emotional support if your child 
tells you they’re being bullied – 
help them to save emails or texts 
as evidence, take screen shots 
of websites, and contact their 
internet or mobile provider

 the temptation 
to approach the bully yourself, 
even if it’s someone you or your 
child knows – if it’s a fellow 
student, speak to their teacher 
so that the school can take the 
appropriate action as part of its 
anti-bullying policy

 them to tell 
you, or a teacher, if they witness 
any meanness or bullying



Carrie Longton Carrie Longton

Carrie Longton founded the parenting 
website Mumsnet with Justine Roberts 
in 2000. Mumsnet has more than 
2.5 million unique visitors each month 
and its discussion boards attract  
35,000+ posts each day.

 www.mumsnet.com
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hy should I get off my iPhone – 
you’re always on yours?” I’m 
guessing that’s a familiar refrain 

in kitchens across the country if mine is 
anything to go by.

As adults, we’re using technology all the 
time… so how do we set boundaries for our 
children about its safe and appropriate use?

I’m currently doing some work with 
Drinkaware (the alcohol awareness people) 
and one of the reasons parents give for not 
being too hard line on early teenage drinking  
is they don’t want to lose their adult right  
to a nightly tipple. 

I think there are some parallels with technology 
here. As we become increasingly addicted to 
our tablets/smartphones/laptops, we lose the 
moral high ground when it comes to trying to 
limit our children’s use of theirs.

Never mind that we’re not actually playing 
BrickBreaker on our BlackBerry all day  
(which is what my six-year-old once accused 
her father of doing!) If you’re checking your 
texts or emails at the table, it makes it a 
lot harder to challenge your teenager when 
they’re skimming through Tumblr over the 
fish fingers.

So here’s the deal. You have to set some 
family boundaries about when and how we 
use technology – and that includes you. 

But, those boundaries for use and timing will 
be different for each family because of course 
there are no hard and fast rules (though I’m 
sure Mumsnetters could suggest a few). 

One of the most useful things we did as  
a family, following a school internet safety 
evening, was to write a family internet  
charter. Drawn up by my then 12-year-old,  
it contained what she thought she/we  
could get away with/manage. 

To be honest, I’m not sure we’ve stuck to 
everything. The computer is mostly kept in  
the family room, but not always; we don’t  
have mobiles at the dinner table (unless dad’s 
expecting a big call); the kids do ask if they want 
to go on the computer, but don’t always listen 
when I say no – but it opened a dialogue. It 
made us sit down and think as a family what we 
all wanted from technology. It didn’t make us all 
agree, but it helped us see where we didn’t.

One huge area of contention in our family was 
what was referred to in our house as ‘holding 
the line’ on not joining Facebook until the  
legal age of 13. 

When my eldest was 11, I thought I’d already 
had this conversation. I’d done some work 
with Facebook and was something of an 
internet safety champion through my work  
at Mumsnet, so I’d said in no uncertain terms 
that I didn’t want her on Facebook until she 
was 13. She got the perks of my job – an 
advance copy of ‘Sister, Missing’ and, the 
chance, once, to meet Gok Wan – so she 
needed to cope with the downsides too, 
which included having a mum with an inside 
knowledge of what was acceptable on a 
social network and what was not. 

I was blithely boasting about her FB abstinence 
at a friend’s house when, on my friend’s 
daughter’s Facebook page, up popped 
my darling under-age 
daughter (name cleverly 
disguised but with 
pictures) advertising the 
fact that we were about 
to go on holiday. To say 
I reacted badly was an 
understatement. All I 
could say was “… but 
I bought you a dog!” 
I then banned her from 
all technology for a 
month and sent a 
message via Facebook to 
all her friends saying I knew who they were and 
would tell their parents they were on Facebook 
if they didn’t know already. Harsh some might 
call it – and she did.

Part of my reaction I’m sure was injured pride 
that my top parenting skills had actually 
counted for nothing – she’d just chosen to 
ignore me – but actually her privacy settings 
were a joke and I passionately believe that 
wonderful as Facebook can be, it’s not ideal 
for under 13s.

My daughter and I eventually made up and 
moved on and for her 13th birthday she got a 
cake in the shape of a Facebook ‘Like’ and 
membership of the club she’d wanted to join 
for so long.

So would I hold the line again? I have two 
younger children so this is a question as  
much for myself as for this article. Yes,  
I hope I will, but I guess I’ll have to cross  
that bridge when it comes. But it would also 
have helped if my daughter’s school had 
addressed it earlier. Our first session on this 
was year 7 – by then, 75% of the pupils in  
her year were already on Facebook (I know 
this because the school surveyed them!) 

Mumsnet is full of great advice on internet 
safety both from other parents and from 
experts and our talk boards and dedicated 
information area is well visited, but on this 
subject, as on many teen issues, it also  
helps if the peer group your child mixes  
with (and their parents) are getting the  
same message at the same time. I would  
have liked my daughter’s school to have  
made a bigger deal about underage 
Facebooking with parents earlier –  
more parents might have ‘held the line’  

and made each 
other’s lives (well 
mine at least)  
a lot easier then.

This isn’t  
about bashing 
Facebook. I am 
my daughter’s 
‘friend’ on 
Facebook (part  
of the deal) and 
when, during one 
of our ‘full and 

frank discussions’, I cheekily suggested that if 
she didn’t do as she was told I would shame 
her by asking her FB friends to be mine, a 
bunch of the ones I knew well anyway ended 
up ‘friending’ me… which makes for 
entertaining updates. 

Facebook is now something we still fight 
about occasionally (though I can’t really  
argue about how long she spends on there 
given the average time I and other people 
spend on Mumsnet) but we try and enjoy  
it together – even if she does accuse me  
of stalking on occasions. 

Rather embarrassingly, when my  
daughter did join Facebook, she was  
appalled by my privacy settings and has  
been able to advise me on my social 
networking (note the casual use of Tumblr 
earlier – natch). Not something you would 
expect the co-founder of the biggest social  
network for parents to need help with,  
but there you go… we can always learn  
from our children. 

A free blogging tool that lets users post and 
share text, photos, videos and other 
content. There are than 60 million Tumblr 
blogs online.
www.tumblr.com 
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If your child has registered on 
Facebook as being under-18, 
they can share their posts  
with a maximum of ‘friends  
of their friends’.

Tag who they’re with 
Your child can click this button to 
add tags of their friends or friends 
of friends. Adding a tag instantly 
creates a link to the person’s 
profile (timeline) and may share 
their post with their friends.

Say where they are 
Your son or daughter can share 
what city or neighbourhood 
they’re in with every post they 
make, or share a particular 
place, like a park or café. If they 
have registered on Facebook as 
being under-18, they can share 
their location with a maximum 
of ‘friends of their friends’.

Manage privacy right  
where they post 
They can choose who sees 
their status updates, photos and 
profile (timeline) info using the 
inline audience selector — at the 
time they share or afterwards.
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For further information, go to: 

If your child has registered on 
Facebook as being under-18, 
they can share their posts with a  
maximum of ‘friends of their friends’.

Whenever your child posts 
content (like a status update, 
photo or check-in), they can 
select a specific audience or even 
customise their audience. To do 
this, they simply need to click 
on the sharing icon and choose 
whether they want the post to be 
seen by ‘Friends’ or a ‘Custom’ 
audience, for example. 

If your child does not change 
their audience selection, their 
information will be shared with 
the last audience they selected.

If your son or daughter tags 
someone on Facebook  
(e.g. assigns a name to someone 
in a photo and links the photo to 
the person’s Facebook profile or 
timeline) or approves a tag added 
by someone else, that person 
and their friends can see their 
post no matter what audience 
they selected.

If your child has registered on 
Facebook as being under-18, 
they can share their posts with a 
maximum of ‘friends of their friends’.

Whenever your child tags things 
in their profile (timeline), they can 
select a specific audience or even 
customise their audience.

To do this, they simply need to 
choose who can see it (Friends 

of Friends, Friends, Specific 
People or Lists or Only Me).

When they select an audience 
for their friend list, they are only 
controlling who can see it on their 
profile (timeline).

When someone tags your child 
in a post, they can choose 
whether they want that post to 
appear on their profile (timeline). 
They can either approve the post 
individually or approve all posts 
by their friends.

r

If your child has registered on 
Facebook as being under-18, 
they can share their posts with a 
maximum of ‘friends of their friends’.

If they are tagged in a post  
(such as a photo or status update), 
that post will contain a link to their 
profile (timeline). If someone clicks 
on the link, they will see their 
public information and anything 
else they let them see.

If your child has registered on 
Facebook as being under-18, 
friends and friends of friends can 
tag your child in anything. If your 

child wants more control over 
other people’s posts in which 
they feature, including photos, 
they can enable the tagging 
review option on Facebook.  
This allows them to approve or 
reject posts tagged with their 
name before they go on their 
profile (timeline). They might also 
want to ask their friends not  
to tag them as a general rule.

If your child doesn’t like a tagged 
post after it has appeared on 
Facebook, they can choose to 
(a) remove it from their profile 
(timeline), (b) send a message 
asking the person who posted it to 
remove it, (c) report it to Facebook 
or (d) block the owner of the post.

d 
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For more information about location services, go to:  

f you’ve replaced your battered old 
roadmap with a Sat Nav device, you’re 
already using location services. Or maybe 

you’ve really embraced them, checking into 
Foursquare as you grab lunch at your local 
café, geo-tagging your photos on Instagram 
and tracking your morning jogs on RunKeeper. 

Whether you’re an aficionado of location 
services and apps or a complete newbie, your 
kids might well be using them, so you need to 
understand how they work and what the 
potential pitfalls might be. 

Put simply, GPS and Wi-Fi on your child’s 
laptop, smartphone and other portable 
devices, such as games consoles and  
tablets, can determine your son or daughter’s 
geographical location so that they can receive 
local information (like where the nearest 
Starbucks is) or share their own location 
with friends (e.g. on Twitter). 

In recent years, there has been a boom in 
location apps for smartphones and other 
mobile devices (many of which are free to 
download) and location features within social 
networking sites like Facebook. Although 
some of these services and apps (like the 
OKCupid dating app) have minimum age limits 
of 17 or 18, others (like the Star Chart 
astronomy app) can be used by teenagers.

With young people’s offline and digital worlds 
blending more and more, it’s easy to see 
why they love location services and apps. 
From letting their friends know they’re at that 
must-see gig to getting discounts by ‘checking 
in’ at a particular shop, it’s all about sharing, 
socialising and saving money. 

But, while the benefits are obvious, young 
people also need to think carefully about how 
and with whom they share their location using 
these services. 

If they broadcast their location to their online 
social network, it might not just be their friends 
who see it. If they use a location app on their 
phone, they might start receiving adverts for, 
or offers from, local businesses on their 
mobile. And if they regularly ‘tag’ themselves in 
the same locations (i.e. assign their location to 
their online status updates or photos), it might 
not take long for someone to work out their 
daily routine. 

We’ve put together some advice to help you 
navigate this area and we’ve also asked 
Facebook to explain a bit more about their 
built-in location features and the tools they’ve 
put in place to help protect younger users. 

Geo-tagging is where geographical 
identification data is added to things like 
photos or online messages. It can be done 
on any GPS device, such as a smartphone.

Over 20 million people around the 
world use Foursquare to keep up with 
their friends, discover what’s nearby, save 
money and unlock deals from their phone. 
www.foursquare.com

Just snap a picture, choose a filter to 
transform its look and feel, post it to 
Instagram and share it on Facebook,  
Twitter or Tumblr. 
www.instagram.com

RunKeeper makes tracking your workouts 
fun, social and easy to understand so that 
you can improve the quality of your fitness. 
www.runkeeper.com

For more info

g g y

Did you know?
Around two-thirds  

of 13 to 17-year-olds  
have included their physical  

location in their social 
networking status 
(Source: McAfee’s  

‘The Secret Life of Teens’  
study, June 2010)

 
 of the kind of 

devices that location services 
feature on, such as smartphones 
and games consoles

 to your son or 
daughter about the kind of 
personal information they share 
online, including their address, 
school name and day-to-day 
locations

 the potential 
pitfalls of location services and 
apps, such as strangers being 
able to find out where they live 
or go to school and businesses 
targeting them with advertising

 them to 
respect minimum age limits on 
location services and apps (many 
are 13+) – if your son or daughter 
isn’t honest about their age  
when they register, built-in safety 
and privacy mechanisms  
aimed at helping young people 
won’t apply

 why it’s useful to 
check how their personal data 
might be used by service/app 
providers (this should be in the 
small print) and to use privacy 
settings on social networking 
services and apps

 that they switch 
off the location feature on their 
smartphone and other devices 
– on the iPhone, this can be 
done in Settings/General/
Location Services; on Android 
phones, go to Settings/Location

 them that their 
friends might not want to be  
geo-tagged in their photos or 
status updates
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Simon Milner

Simon Milner is Facebook’s first UK 
and Ireland Policy Director, responsible 
for issues such as privacy, safety and 
advertising policy. He joined the company 
in January 2012 having previously held 
senior roles at BT and the BBC.  

www.facebook.com

lot of parents don’t know 
that the experience 13 to 
17-year-olds have on 

Facebook isn’t the same as that 
of adults. 

We work hard to make  
Facebook a safe place and 
proactively thinking about the best 
way young people can use 
Facebook is a big focus for us. 

Facebook accounts registered  
to under 18s can’t be found by  
an external search engine. For 
Facebook Search, under 18s  
can adjust the setting of “Who 
can search for me by name or 
contact info” from ‘Everyone’ to 
‘Friends’ or ‘Friends of Friends’  
by going to their privacy settings, 
clicking ‘how you connect’, and 
then adjusting the setting for  
who can search for them. Friends  
of Friends is also the widest  
possible audience for under  
18s’ photos or status updates  
or for exchanging messages.

Facebook use on mobile devices  
is growing quickly and with many 
people using their mobiles to  
stay in touch wherever they are, 
we have built location tools into 
the heart of Facebook. 

If you choose to share your 
location with friends on  
Facebook, the process is simple, 
quick and intuitive. Again, we 
apply protections to location 
sharing for under 18s – so if a 
young person chooses to add 
their location to posts, only their 
friends will see it. 

The location sharing 
option for teens is 
defaulted to ‘off’ but 
they can turn it on by 

clicking the location icon button. 

There are two ways in which they 
can choose to share their location 
on Facebook. They can add 
their specific location, such as 
a cinema or a café, as a ‘tag’ to 
their posts by clicking the location 
icon or by using the ‘check in’ 
button in Facebook mobile 
applications.

Secondly, they can also choose  
to add a more general location  
to all of their posts, by hovering 
over the ‘near: town name’ text 
under the update. This adds the 
broader area they are posting 
from to their updates. 

Because location is shared  
with a teen’s friends, we 
encourage parents to help their 
children understand that it’s 

important to take care over who  
is on their Facebook friends list. 

You don’t need to be a 
technology expert to ask 
questions and begin an ongoing 
discussion with teens about 
online safety. In fact, as more  
and more of our world becomes 
digital, online safety is a life skill  
we all need to learn. As a father  
of three kids (aged 14, 12 and 9),  
I know this only too well.

Having conversations about 
safety and technology early and 
often should be something that 
we all do, in the same way that  
we talk with our children about 
being safe at school, in the 
park, on public transport or 
playing sport.

At Facebook, we’ve thought  
a lot about how we can all 
help each other start these 
conversations and have drawn  
up some pointers and advice  
in our Family Safety Centre  
at www.facebook.com/
safety 

One good way to get your  
teen talking is to ask them  
to show you how they use 
Facebook or to ask for advice 

on what you as a parent can  
do on the site.

You can also find information 
about how our Social Reporting 
Tools work in the Family Safety 
Centre – they enable young 
people to send a copy of a report 
they make if they have had a 
problem on Facebook, such as 
bullying, to you so you’ll know 
straight away if they need help. 

All of the content was put together 
by our dedicated safety team, 
many of whom are parents 
themselves, to help parents, 
teenagers and teachers stay  
as safe as possible online –  
on Facebook and across the  
rest of the Web.  

Simon Milner
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 www.blackberry.com

 www.facebook.com

 www.pitchfork.com

 www.skype.com

 www.soundcloud.com

 www.youtube.com

come from an international family. 
When people ask me what nationality  
I am, I hesitate, but I’ve settled on ‘Polish-

American-Londoner’. As a result, some of  
my oldest and best friends live overseas. 

My mobile is the technology I use most but, 
for staying in touch with friends and family 
overseas, it’s not ideal because of time 
differences and, more importantly, the cost. 
Instead, I rely on Skype and Facebook to keep 
in touch, which cost nothing. When I was in 
India during my gap year, Facebook, Skype 
and the addition of a blog were essential for 
reassuring my parents that I was safe and  
well and reminding my friends that I hadn’t 
fallen off the planet!

A lot of my social life is organised through 
Facebook. It’s how I find out about parties  
and keep an eye on what others are up to,  
but I have recently noticed that it has been 
taking a back seat.

It’s no longer cool to share everything  
that you are doing and photo-document  
every social event you attend. I also  
recently deleted a lot of ‘friends’ as I  
was finding it difficult to post on my wall.  
The thought that someone I met three  
years ago for only a few minutes  
can view my profile and judge me  
unsettles me. 

Music is very important to me. My iPod  
is with me at all times and I would have  
a breakdown if anything were to happen  
to my iTunes. I’m into music that is the 
opposite of mainstream so finding new  
bands can be a challenge. 

Instead, I read music blogs, such as  
Pitchfork, to keep up and I go on YouTube  
and Soundcloud to actually sample  
the music.

I sometimes complain that digital  
technology is too integral to my life.  
Some of the most fun I have had is when 
technology is not available. At the same  
time, however, it is true that I am in  
contact with a lot more people as a  
result of technology, which makes  
for a more interesting and varied life. 

Sofia Karasinski



n today’s digital world, young people 
are increasingly creating, downloading, 
distributing and publishing content.  

Many are using legitimate online services,  
but some could be infringing copyright if they 
have downloaded copyright material through 
peer-to-peer (P2P) networks (that allow two  
or more users to share files, such as music), 
cyberlockers (cloud storage that allows users 
to store and share files) and stream ripping 
apps (software that enables users to record 
streamed music from the internet – e.g. from 
internet radio – by saving the MP3 files  
on to their hard drive). 

“But I can get stuff there for free..,” your kids 
might argue, perhaps not realising how their 
actions could lead to demands for payment 
under copyright law and how they could also 
be compromising their own online privacy  
and security. 

Digital Parenting helps you get up to speed 
on this key issue. 

 
 some 

content so that you know how  
it works – but make sure you use 
a legitimate service

 to your child about 
the kind of stuff they download 
and how much it costs

 that they 
only use legitimate download 
services like Google Play,  
GAME, iTunes, Netflix and 
Vodafone AppSelect

 that what they do 
online may not be anonymous – 
it might be traceable via their 
unique IP address

 the most of 
Parental Controls and 
SafeSearch to protect your kids 
from inappropriate content –  
but remember they might not  
be 100% effective

 a password and 
encryption on your home 
Wi-Fi connection to prevent 
unauthorised use and keep 
your anti-virus software and  
anti-spyware tools up-to-date

 the browser 
history on your child’s  
computer regularly

www.childnet.com/downloading

www.creativecommons.org

www.findanyfilm.com

www.ipo.gov.uk/types/copy.htm

www.isfe.eu

www.pro-music.org

www.copyrightaware.co.uk

www.whymusicmatters.org

www.ukie.info

For more information, go to: 

“If you make music, film or TV content available to 
others on a file-sharing network, download from 
an illegal site, or sell copies without the permission 
of those who own the copyright, you are breaking 
the law and could face serious penalties.” 
Source: Childnet Music, Film, TV and the Internet Guide

If your son or daughter downloads copyright 
content without permission from the copyright 
owner (e.g. a music company), that company  
might be able to get a court order that requires 
their Internet Service Provider (ISP) to identify 
them so that they can take legal action in the UK.

Using file-sharing programmes could expose  
your child to viruses, spyware, pornography, 
violent images, and contact from strangers.
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othing stands still, least of all 
technology. For that reason, children’s 
organisations are constantly monitoring 

(by that I really mean trying to monitor) how 
things are changing so that we can help 
parents and, of course, children themselves  
to understand the way the world is working 
now or will work tomorrow.

As part of the UK’s Children’s Charities’ 
Coalition on Internet Safety (CHIS) and the 
European NGO Alliance for Child Safety Online 
(eNACSO), I work with a number of children’s 
organisations – including Barnardo’s,  
the Children’s Society and the NSPCC –  
that are fighting for safe and equal access  
to the internet and other digital technologies  
for children and young people everywhere. 

With digital media convergence gathering pace, 
members of CHIS and eNACSO are taking an 
active interest in the increasing number of devices 
that can connect to the internet, as well as the 
different types of services that are available 
online. Two emerging issues are content filtering 
on Wi-Fi connections and online payments.

Some time ago – in 2004, to be precise –  
the UK’s mobile phone companies introduced 
filtering on to their networks to try to make  
sure that children and young people under 
the age of 18 could not access websites or 
services that were not meant for them (things 
like gambling and pornography).

On the whole, the system worked well. 
But in recent years, as smartphones have 
started to become the handsets of choice, 
so the old order has been challenged. All the 
newest smartphones have Wi-Fi, or wireless 
connectivity, built-in. 

If you have Wi-Fi built into your mobile, it is 
simple to sidestep any filtering that your mobile 
provider has installed. Your son or daughter 
could do this by simply using their phone in 
any of the shops or cafés on the high street, 
or at railway stations and bus depots, that 
now provide free Wi-Fi access to anyone 
within reach of their signal who logs on to their 
network. They might even be taking advantage 
of your neighbours’ wireless internet – if they 
have not made it secure it could be available 
for use in every room in your house.

So, whilst you think your child is protected  
by the filters that their mobile provider offers, 
they could actually be accessing a wide range 
of adult content while they’re out and about…
or even when they’re just upstairs at home.

Several years ago, we began pressing the 
Wi-Fi providers to start copying the filtering 
policies that the mobile network operators  
had already put in place to help protect 
children and young people from adult  
content. For a while, little progress was made,  
but recently the Wi-Fi providers seem to 
be more interested, and we are hopeful of 
announcements in the UK in the near future.

Another area that is in rapid flux is the world 
of online payments. With so much good stuff 
to buy on the internet, and usually at better 
prices, more and more parents, quite rightly, 
want to give their children their pocket money 
in a way that enables them to spend it online. 

Parents also want to help their children  
to understand how to manage their money 
and not feel that they can just pick up  
mum or dad’s credit card whenever they  
want to download something from iTunes,  
for example.

Yet there are few agreed standards governing 
children as economic agents online and  
there are even fewer controls to ensure that 
minors are not buying products or services 
(such as pornography or cigarettes) over the 
internet that they would never be able to buy 
in the shops because their appearance would 
give them away.

Both CHIS and eNACSO think that vendors 
of age restricted goods and services should 
introduce proper age verification tools.  
The UK’s online gambling industry has been 
brilliantly successful in doing this. Almost  
no other sector has been.

So, despite many, many pleas, I’m afraid I have 
no good news to report on this front. We need 
the banks, the credit card companies and 
the big online retailers to go into a huddle and 
sort this out. In the meantime, parents need 
to keep a close eye on what their children are 
buying online – and that includes via apps on 
their mobiles. 

John Carr OBE is one of the world’s 
leading authorities on children’s and 
young people’s use of the internet and 
associated new technologies.

www.johncarrcv.blogspot.co.uk

www.chis.org.uk

www.enacso.eu 

John Carr OBEJohn C
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 Parental Controls 

and SafeSearch on your child’s 
computer based on their age and 
maturity – but remember, they 
might not be 100% effective and 
they aren’t a substitute for 
parental supervision

a look at some of the 
main coupon/voucher/deal 
websites, such as Facebook 
Places Deals, Groupon, LivingSocial 
and vouchercloud so that you 
understand how they work

 whether the coupon/
voucher/deal website that your 
family uses has a minimum age 
limit and, if so, ensure that your 
son or daughter adheres to it

 the privacy policy on 
the app or website in question, 
so that you know how the 
company will use your or your 
child’s personal information

 the small print 
before purchasing any coupons 
or vouchers

 to your child about 
the possible risks of buying 
coupons or vouchers online  
or getting deals via their mobile 
and encourage them to involve 
you in any purchases

 your son or daughter asks 
to borrow your credit card to buy 
something online, it’s better to 
make the purchase yourself rather 
than giving them your card details

n the current economic climate, who can 
resist a bargain? For cash-strapped teens, 
the internet is often their first port of call for 

getting their hands on the latest products and 
services. From Amazon to Top Shop, iTunes 
to Ticketmaster, young people have embraced 
e-commerce.

And now, they’re taking advantage of mobile 
commerce and ‘social commerce’, where 
coupons, vouchers and deals are available via 
their phone or online. Just as you might snip a 
‘10% off’ coupon for your local supermarket out 
of the newspaper, now you can find some great 
offers (often 50% off or more) in the digital world. 

 kCompanies like Groupon and 
LivingSocial rely on large numbers  
of people taking advantage of their 
‘deals of the day’, hence the term 
‘social commerce’ or ‘group buying’. 
You can search based on your  
location and deals are available in 
hundreds of cities around the world.

 k vouchercloud offers discounts, codes 
and vouchers for a wide range of high 
street shops, restaurants and more.  
It uses your smartphone’s GPS  
system to locate discounting retailers 
nearest to you and downloads relevant 
vouchers to your smartphone screen 
so that you can redeem them in store.

 k Facebook Places Deals enables 
Facebook users to check into  
places like Alton Towers, Argos  
and Debenhams via their mobile 
phone to get discounts. 

Online shopping should be part of the ongoing 
conversation you have with your child about 
their safety and security in the digital world. 
Often promoted via social media channels, 
such as Facebook and Twitter, coupon or 
voucher offers can look particularly attractive 
to young people but there can be some 
pitfalls, such as:

 k Teenagers who have grown up with digital 
technologies are sometimes more blasé 
about entering their personal information 
on apps and websites than adults might be. 
They need to understand how their details, 
such as their email address, might be used 
by the company in question. 

 k Some coupon, voucher and deal websites 
have minimum age limits. For example, 
LivingSocial’s terms and conditions state 
that users must be ‘13 years of age or older’ 
but ‘18 years of age or older to purchase 
any Deal’. These age limits are put in place 
to help protect younger internet users.

 k People often purchase coupons and deals 
on impulse – they see a ‘50% off’ offer and 
a clock saying there’s 30 minutes left for 
them to purchase it but then they don’t use 
the coupon before the expiry date and their 
money has been wasted.

 k It’s important to check the small print before 
signing up for a deal. What is the expiry 
date? Can the coupon or voucher be used 
in conjunction with other special offers? 
Are there any other limits in place?

 k Finally, if demand for a particular deal is 
particularly high, the merchant in question 
might not be able to keep up with it and 
you or your child could be left without the 
product or service you paid for. 
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hysical and emotional 
changes during childhood 
and adolescence can be 

confusing and difficult – for young 
people and their families alike. 

As a parent, I understand how 
important it is to keep a close eye 
on a child’s health and wellbeing 
and to be prepared for some 
tricky questions, as well as to be 
willing to offer proactive advice. 
And, as a professional specialising 
in social media and young people, 
I see first-hand the impact that the 
internet is having on teenagers 
when it comes to their emotional 
wellbeing – often positive, 
sometimes not. 

For families of children with eating 
disorders, depression or other 
mental health problems, such as 
self-harm, it can be particularly 
challenging because many young 
people are turning to the Web for 
answers to extremely complex 
questions. While the internet 
provides a place where families 
can find lots of excellent guidance 
from health professionals and other 
people in similar circumstances, 
there is also a lot of unreliable and 
harmful information and advice 
published online. 

The internet can be a useful 
resource for teenagers 

wishing to better understand the 
physical and emotional changes 
that are taking place and niggling 
concerns about what is normal. 

Young people often seek help, 
support and a feeling of 
community with other young 
people who are also coping with 
challenging issues. This may, for 
example, involve looking at videos 
about managing eating disorders 
on YouTube or chatting in an 
online forum about coping with 
feelings of distress and sadness. 

Channel 4’s Embarrassing Bodies 
series – particularly the 
programmes aimed at children 
and young people – are valuable 
online resources for both parents 
and teenagers (http://
embarrassingbodieskids.
channel4.com/).

With research findings indicating 
that one in ten young people in  
the UK has been diagnosed with 
a mental health disorder, it’s 
important that parents are aware 
of the various mental health 
organisations that are accessible 
online, such as Big White Wall 
(www.bigwhitewall.com), 
Beat (http://www.b-eat.co.uk/), 
ChildLine (www.childline.org.uk) 
and Young Minds  
(www.youngminds.org.uk/).

   What kind of websites 
are young people 

visiting to find answers to 
questions about their health 
and wellbeing?

Mental health professionals 
express concerns about 

websites where, in the absence  
of trained professionals, children 
and young people interact in ways 
that may be harmful to a 
vulnerable person. For example,  
a teenager may be encouraged 
by others in an online group  
to post pictures that illustrate  
self-harming behaviours.

It can be really challenging 
but it’s important to have  

a balanced and considered 
response to your child’s online 
activities, particularly during 
difficult times. Even if your instinct 
is to intervene immediately and try 
to stop them visiting websites 
you’re worried about, that might 
not be the best plan of action.

Engaging in a discussion with your 
son or daughter about their online 
activities is usually a better way to 
go. It’s important that you try not to 
start with the assumption that all 
online interactions with other 
young people about challenging 
issues are necessarily harmful. 
This is likely to cause additional 
tension within the family and could 
result in your child withdrawing 
from discussing things with you 
and being less open about their 
online and offline activities.

You can seek professional advice 
and guidance both from your GP 
and online, and encourage your 
child to be honest and open 
about both the positive and 
possibly negative things they  
have encountered on the internet.

How would you advise 
parents to start a 

conversation with their child 
about online peer support 
and the potential for being 
given unreliable information?

 What are the potential 
risks that children and 

teenagers might face if they 
go online for information 
and support about health 
and wellbeing issues?

Dr Rachel O’Connell is an internet safety 
expert and principal author of a guide  
for online mental health providers entitled 
Delivering Mental Health Services  
Online: Risk Awareness and Management 
Programme. Rachel advises the UK 
Government on the issue of online age 
verification for children and young people.
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To help protect the privacy 
and confidentiality of people 

seeking support online, a number 
of mental health providers offer 
avatars and pseudonyms so that 
users can be anonymous when 
interacting with others. You should 
review the Privacy Policy and 
Terms of Service on any website 
you use so that you know what 
privacy provisions are in place.

NHS Direct has a helpful 
‘symptom checker’  

(www.nhsdirect.nhs.uk/
CheckSymptoms/SATs/
aaRouterWeb.aspx) to help 
you understand the nature of the 
issue you or your child could be 
facing. The NHS may advise you 
to contact your GP who may 
suggest that counselling could 
help your family.

Youth Access (www.
youthaccess.org.uk) is the 

largest provider of young people’s 
advice and counselling services  
in the UK and you’ll also find 
useful resources for teenagers  
on the Teen Issues website 
(www.teenissues.co.uk). 

With respect to helping your 
child manage issues like Attention 
Deficit Hyperactivity Disorder 
(ADHD), anxiety, autism, 
behaviour problems, bullying, 
depression, eating disorders, 
Obsessive Compulsive Disorder 
(OCD) and substance misuse,  
the Child and Adolescent Mental 
Health Services (CAMHS) website 
(www.camh.org.uk) is a 
good starting point. 

You can search for a 
therapist on the British 

Association for Counselling  
and Psychotherapy website 
(www.bacp.co.uk/ict/
Therapy_Websites/site_
search.php) or the New Savoy 
Partnership website (www.
newsavoydirectory.org/).

An accreditation system for online 
mental health services is currently 
being developed and you should 
soon be able to identify reputable 
mental health providers by the 
RAMP logo.

Can parents and young 
people be confident 

that information they 
submit on self-help sites 
will remain confidential?

Does the NHS provide 
any online help for 

parents and young people?

Where can parents 
find information about 

therapists and counsellors?

Would you recommend 
any particular websites 

that parents could direct 
their child to if they need 
help with health and 
wellbeing issues?

For more advice and links to support organisations, go to:  

www.getconnected.org.uk 

www.ie.reachout.com

www.samaritans.org 

www.spunout.ie 

www.thesite.org

In February 2012, the National Center for  
Missing & Exploited Children (NCMEC) testified to the 
United States Sentencing Commission on the topic  
of child pornography. 

Of the identified child victims whose images were 
frequently submitted to NCMEC by law enforcement, 
about half of the victims are boys (43%) and half are 
girls (57%). 

Of these images, 76% depict the abuse of  
pre-pubescent children, of which 10% are infants and 
toddlers, and 24% depict pubescent children. NCMEC 
continues to work with law enforcement to ensure that  
all child victims get the help and justice they deserve.

The full NCMEC testimony is available at: 
http://www.missingkids.com/missingkids/
servlet/NewsEventServlet?LanguageCountry=
en_US&PageId=4628
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Rt. Hon Michael Gove MP 
UK Secretary of State for Education

www.ltscotland.org.
uk/usingglowandict/
gamesbasedlearning/
consolarium.asp 

http://redbridgegamesnetwork.
blogspot.com/ 

http://scratch.mit.edu/ 

http://research.microsoft.
com/en-us/projects/kodu/ 

Dawn Hallybone

Dawn Hallybone has been 
teaching for 17 years and has 
been using computer games 
in the classroom for the last 
four years. She was 
shortlisted for the 2012 
TES ICT Visionary award.

Dawn Hallybone

he most powerful 
learning tool ever 
created” is how Lord 

Puttnam described the video 
game. Certainly, the use of 
technology within the classroom 
has been gaining momentum 
over the last couple of years. 

There are a number of 
organisations looking to harness 
the power of games to both 
engage young people and 
enhance the curriculum. 
For example, Derek Robertson 
and the team at Consolarium, 
the Scottish Centre for Games 
and Learning, have been leading 
the way and their work is 
spreading throughout the country 
with games networks, such as 
the Redbridge Games Network  
(of which I am a member).

Consoles such as the DS, Kinect 
and Wii have been firm favourites  
in family homes over the last few 
years. Just as families enjoy 
playing together on them, these 
devices can also be used in the 
classroom to help young people 
learn, explore and have fun. 

Games like Brain Training on the DS 
have an obvious educational context 
as players look to improve their 
mental maths skills. Within lessons, 
these skills can be built upon by 
using the game to begin asking 
questions and exploring the subject. 
Big Brain Academy on the Wii is 
another game that fits this genre, 
enabling children to investigate both 
mathematical and analytical skills. 

It is, however, not just the obvious 
‘educational’ games that work 
well in the classroom. 

 kMario Kart (DS) can be used 
to look at work on decimals, 
as well as investigating 
forces within science 

 kWith Nintendogs (DS), 
children get the opportunity 
to ‘look after’ a virtual dog 
and gain an understanding of 
the cost of owning an animal

 k Endless Ocean and Wild 
Earth African Safari (Wii) 
enable children to ‘leave’ 
the classroom and explore 
the world virtually and can 
be used as a stimulus for 
creative writing, factual 
writing and science work  
on habitats

 k Younger children can 
connect with and learn 
about animals from 
their familiar nursery 
environment by playing 
Kinectimals (Kinect) or 
EyePet (PS3)

Outside of games consoles,  
there has also been an explosion 
in educational apps for smartphones 
and tablets. These apps enable 
children to explore and discover 
with their parents and to build 
crucial numeracy, literacy and 
creative skills.

Children don’t have to just  
be consumers of games – they 
can create them too. By using 
programs like Kodu and Scratch, 
both of which are free, students 
can be encouraged to explore 
creatively and make their own 
computer games that they can 
play and share with a global 
audience. This element of coding 
and creating is growing with 
support from the UK Government.

I see first-hand how games 
engage and enthuse children 
within the classroom. I’ve had  
a great response from my  
pupils to games like Mario Kart, 
Word Coach and Brain Training, 
for example.

As with all technology, however, 
games are not the only tool or  
the only answer – they should  
be used alongside other tools for 
learning, be used in moderation 
and be used as a way of exploring 
alongside children, not in isolation.

For me, using a game in the 
classroom is a way of reaching 
out and enabling all children to 
succeed and develop. It is alright 
to say “I don’t know”. It is alright to 
fail and to try again. In the words 
of Samuel Beckett: “Ever tried. 
Ever failed. No matter. Try again. 
Fail again. Fail better.” 

h, 

ng 

ent.



www.teachtoday.eu
TeachtodayUK on Facebook  
and Twitter

Teachtoday offers school 
employees a central place on  
the Web where they can find the 
answers to questions as varied  
as “How should I deal with 
offensive messages about me,  
a colleague or a student that a 
member of my class has posted 
online?” or “What can I teach my 
students about the legalities of 
downloading music?”

The Teachtoday website was 
launched in 2008 by a unique 
collaboration of ICT industry 
representatives, including 
Facebook, Google, Microsoft, 
Deutsche Telekom, Orange FT 
Group and Vodafone, and 
European Schoolnet (a network  
of 31 Ministries of Education  
across Europe). 

“We wanted to help education 
professionals to make sense of 
the complexities of their students’ 
– and their own – digital world,” 
explains Annie Mullins OBE of 
Vodafone, a co-founder of 
Teachtoday. “The Teachtoday 
website can be a first port of call 
for information and advice before 
they speak to their manager or 
their union, for example.”

Teachtoday has recently 
developed a presentation about 
digital technologies that teachers 
can give to parents and also has  
a presence on Facebook and 
Twitter to help teachers keep up 
with the latest news and views.

http://www.saferinternet.org.
uk/helpline
Professionals Online Safety 
Helpline on Facebook

The UK Safer Internet Centre  
has been part funded by the 
European Commission ‘Safer 
Internet Programme’ to provide  
a Helpline for professionals who 
work with children and young 
people in the UK, specifically 
tackling the area of e-safety. 

The Helpline provides support with 
all aspects of digital and online 
issues, such as social networking 
sites, cyberbullying, sexting, online 
gaming and child protection online. 
It aims to resolve issues that 
professionals face about 
themselves, such as protecting 
professional identity and 
reputation, as well as about young 
people in relation to online safety.

The Helpline provides 
signposting, advice and, where 
appropriate, mediation services. 
It has established and is still 
building excellent relationships 
with many industry partners, 
who provide direct contacts, 
which is essential where complex 
resolutions are required.

Laura Higgins, Manager of the 
Professionals Online Safety 
Helpline, comments: “We are  
very proud that a huge majority  
of issues are resolved and believe 
that our practical yet empathetic 
approach is helping to build  
a strong reputation among 
professionals. We hope to build 
on this and continue providing  
this much needed service.”

You can reach the Helpline at 
helpline@saferinternet.org.uk  
or on 0844 381 4772.

eachers, headteachers, 
governors and other 
members of the school 

community play a vital role in 
helping young people to manage 
their digital spaces and develop 
their ICT, media literacy and social 
skills. This includes promoting the 
positive, responsible and safe use 
of digital technologies and providing 
guidance and support if anything 
goes wrong. 

But what kind of digital issues  
and challenges could education 
professionals face themselves? 
How can they protect themselves 
and their reputation when it comes 
to things like bullying, inappropriate 
comments and breaches  
of privacy? 

With a recent survey by the 
NASUWT, the largest teachers’ 
union in the UK, revealing that more 
than four in ten teachers have 
experienced online abuse, 
education professionals are clearly 
dealing with some difficult issues. 

As Chris Keates, General Secretary 
of the NASUWT, comments: 
“This survey shows that a significant 
minority of our members are being 
abused by their pupils and that in 
too many cases the action taken 
does not reflect the seriousness of 
the abuse. There is also a worrying 
lack of adequate procedures to 
protect teachers from this sort of 
cyberbullying in the first place.” 

Other problems encountered by 
teachers include students setting 
up fake social networking profiles  
in their name, filming them on  
their mobiles during class and 
posting comments about them  
on ratings websites. 

So where can teachers turn for 
help? Fortunately, there are lots  
of useful resources available.  
Many of the local Grids for Learning 
provide excellent information and 
advice and the Teachtoday website 
(www.teachtoday.eu) is also a 
good starting point. Support is 
available from the UK Safer Internet 
Centre’s Professionals Online 
Safety Helpline (http://www.
saferinternet.org.uk/helpline) 
and there is also an active 
community of education 
professionals on Twitter (search  
on #esafety or #ukedtech).
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ou may be wondering 
how industry and 
policymakers are helping 

to protect the younger generation 
in their increasingly digital world. 
What are the mobile handset 
manufacturers, software providers, 
broadcasters, Internet Service 
Providers (ISPs), social networks 
and mobile operators doing? How 
are the European Commission and 
the UK Government involved?

While European legislation exists 
to protect young people when 
it comes to their personal data 
online (e.g. date of birth and 
email address), self-regulation 
is encouraged in many other 
areas of the digital agenda.

For, as the European Commission 
acknowledges on its website,  
“…technology is changing our 
societies so fast that it is difficult for 
legislators to keep up. The adoption 
of new rules takes time, especially 
when they have to be agreed by 27 
countries. This is why, in the interest 

of child online safety, the European 
Commission encourages those 
who create new interactive tools 
to adopt rules and principles 
themselves (self-regulation).”

Neelie Kroes, Vice President of 
the European Commission 

responsible for the Digital Agenda

To give you some insight into what’s 
going on, here’s an overview of 
three key pan-European initiatives 
and the work of the UK Council for 
Child Internet Safety (UKCCIS). 

26 companies from across the 
information and communications 
technology (ICT) sector have 
come together to develop the ICT 
Principles for the Safer Use of 
Connected Devices and Online 
Services by Children and Young 
People in the EU.

As digital technologies evolve, 
many companies across the value 
chain have an important role to 
play in helping children and young 
people to obtain the benefits and 
avoid the challenges and risks in 
the digital world.

The founding members of the 
Coalition that developed these 
Principles include BT, Facebook, 
France Telecom-Orange, Google, 
LG Electronics, Nokia, RIM, 
Stardoll, TalkTalk and Vodafone.

The Principles, which were 
announced in January 2012, 
focus on four key areas, namely 
Parental Controls, dealing with 
abuse/misuse, child sexual abuse 
content or illegal contact, privacy 
and control and education and 
awareness. Members pledge to:

Develop innovative ways 
of enhancing online safety  

      and encouraging responsible  
use of the internet and internet 
access devices by children 
and young people

Empower parents and carers 
to engage with and help  

       protect their children

Provide easily accessible, 
clear and transparent  

       information about online 
safety and behaviour

Raise awareness of how – 
and to whom – to report  

       abuse and concerns

For further information, go to: 
http://www.gsma.com/
publicpolicy/wp-content/
uploads/2012/03/ 
ictprinciples.pdf

In December 2011, 28 leading 
technology and media companies 
responded to the call by Neelie 
Kroes, Vice President of the 
European Commission 
responsible for the Digital Agenda, 
for a new Coalition of CEO 
representatives to make a better 
and safer internet for children. 

The Coalition members include 
companies such as Apple, 
BSkyB, BT, Dailymotion, 
Deutsche Telekom, Facebook, 
France Telecom-Orange, Google, 
LG Electronics, Microsoft, 
Nintendo, Nokia, RIM, Samsung, 
Stardoll and Vodafone. 

Members of the Coalition committed 
to take positive action throughout 
2012 in the following five areas: 

Simple tools for users 
to report harmful content  

     and contact

Age-appropriate 
privacy settings

Wider use of content 
classification

Wider availability and use 
of Parental Controls

Effective takedown of child 
abuse material

Commenting on the launch of the 
Coalition, Commissioner Kroes 
said: “This new Coalition should 
provide both children and parents 
with transparent and consistent 
protection tools to make the most 
of the online world. The founding 
Coalition members are already 
leaders in children’s safety online. 
Working together we will be setting 
the pace for the whole industry 
and have a great basis for fully 
empowering children online.” 

Find out more at: 
http://ec.europa.eu/
information_society/
activities/sip/self_reg/
index_en.html

More than 30% of children 
who go online do so from  
a mobile device and 26%  
via game consoles

of 9 to 12-year-olds who are 
online say they have a social 
networking profile, in spite  
of age restrictions



Childnet announced the  
winners of its 2012 film  
competition at the British Film  
Institute in July 2012. Marwood  
School (Barnstaple) won the  
primary school category with its 
illustrated film about teaching  
grandma to shop online, while 
Sandbach High School’s film  
about how technology connects  
the world led the secondary  
school entries.  
http://childnet.com/film-winning/

Launched in June 2011, more 
than 250 million people around 
the world now have access  
to Google+ to connect with 
friends and family. Google has 
since launched Google+ for 
tablets and Google+ Events.  
www.google.com

The GSMA’s Mobile Education  
initiative aims to accelerate  
the adoption of mobile education 
solutions, particularly  
mobile-enabled portable devices  
like e-Readers and tablets,  
in mainstream education settings.  
www.gsma.com/ 
connectedliving/meducation/
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In 2008, the European 
Commission set up a European 
Social Networking Task Force 
to discuss guidelines for the 
use of social networking sites 
by children. Representatives of 
Europe’s major social networks, 
including Facebook and 
MySpace, as well as researchers 
and child welfare organisations, 
worked together to develop  
The Safer Social Networking 
Principles for the EU, which  
were voluntarily adopted by  
the industry in February 2009.

The Principles have been 
assessed over time, with 
researchers registering as 
under-18s on the member 
websites and testing various 
statements including ‘I can find 
safety tips/information’, ‘I can  
block a friend/decline a contact 
request’ and ‘I am able to delete/
remove postings/pictures from  
my profile’.

For more information, visit: 
http://ec.europa.eu/
information_society/activities/
social_networking/eu_action/
selfreg/index_en.html

www.education.gov.uk/ukccis/
Chaired by Ministers from  
the Department for Education  
and the Home Office, UKCCIS 
brings together over 180 
organisations and individuals 
from government, industry, law 
enforcement, academia and 
charities to work in partnership 
to help keep children and 
young people safe online. 

Members include the BBC, 
CEOP, Childnet, Facebook, 
IWF, London School of 
Economics, Moshi Monsters, 
Ofcom, UK Safer Internet 
Centre, TalkTalk and Vodafone.

Key UKCCIS achievements 
since 2008 include:

 k The four main fixed line 
Internet Service Providers 
(ISPs), BT, Sky, TalkTalk 
and Virgin, published  
a code of practice in 
October 2011, which will 
see all new customers 
making an active choice 
about Parental Controls 
by October 2012

 kMinisters have chaired 
roundtables to help 
progress active choice  
for computer, mobile  
and tablet users, such  
as Parental Control apps 
and in-store promotions 
of e-safety messages

 k The Child Exploitation and 
Online Protection (CEOP) 
Centre has led on the 
creation of UKCCIS advice 
on child internet safety

 k There has been widespread 
support for Safer Internet 
Day every year
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LaL unched in June 2011, more 
than 250 million people around
the e world now have access  
toto Google+ to connect with 
friends and family. Google has 
siss nce launched Google+ for 
tablets and Google+ Events. 
www.google.com

On average, children in 
Europe now start going  
online when they are seven
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Tom Smith

Above: The winning teams 

Right: Neelie Kroes, 
Vice President of the 
European Commission, 
with Team SchoolpARTy

une 2012 saw the second EUhackathon 
take place in Brussels, drawing attention 
from the tech industry, politicians and 

gifted coders from 11 countries across the 
globe. Its purpose was simple: to encourage the 
development of tools, websites and applications 
that enhance a child’s creativity or safety online 
and to involve young people in the process. 

The event’s tagline, ‘hack4kids’, resonated  
with the hackers, sponsors and organisers – 
with everyone acknowledging the importance 
of helping the younger generation to interact 
with technology in a positive way. 

With the European Parliament just a few blocks 
away, the bringing together of the old guard 
– the parliamentarians and legislators – and the 
new guard – the coders and developers – was 
possible. A visit and speech of encouragement 
from Neelie Kroes, Vice President of the 
European Commission responsible for the 
Digital Agenda, and the incentive of a €5,000 
prize spurred on the 39 coders to get their 
projects completed and presented to the jury 
within their 24-hour deadline.

Neelie Kroes, Vice President of 
the European Commission responsible  

for the Digital Agenda

Event organiser Caroline de Cock kicked off 
the EUhackathon early on 20 June and the 
11 teams and three individuals quickly set to 
work, clearly enjoying the spirit of the event. 
The competitors (aged between 18 and 42) 
were joined by 25, 12 to 15-year-olds, 
eager to test and critique the projects, and 
representatives from Vodafone, Orange, 
Google and Facebook were also on hand  
to give their expert advice and support.

Coders in the ‘creativity’ track came up  
with a range of ideas, from interactive games 
that encourage content creation through 
applications that enable kids to develop 
quizzes using Wikipedia data to an interactive 
projected piano that utilises Microsoft’s Kinect 
hardware to encourage children to interact 
with technology. All the ‘creativity’ projects 
aimed to get children more engaged with the 
digital world by providing them with a firm 
foundation of knowledge and experience 
from an early age.

The ‘safety’ track was a fiercely-contested 
battle. Projects included a chat app that 
enables kids to converse confidentially and 
anonymously with counsellors via a Web 
browser, an app that uses Bluetooth to help 
parents control content for kids and a bullying 
application that enables teachers to analyse 
students’ messages about their thoughts and 
feelings so that they can intervene with bullying 
issues early on. 

At 13:30 on 21 June, the EUhackathon came 
to an end. Although not all the projects were 
fully developed, this was in no means due to a 
lack of effort and skill, rather it was a testament 
to the scale and ambition of the participants’ 
ideas. Each team took to the stage for a 
five-minute pitch to the audience and jury, 
which was split into ‘the experts’ and ‘the 
users’. The expert judges, including 
representatives from Vodafone, Orange, 
Facebook, Google, European Schoolnet, 
Insafe, Missing Children Europe and eNACSO, 
accounted for two-thirds of the overall score 
while the users’ jury, made up of the 25 
children in attendance throughout the 
competition and their teacher, accounted 
for the remaining third.

A hackathon (a hacking marathon) is an 
event in which computer programmers work 
together intensively (e.g. non-stop for 24 
hours) on the development of new software. 
Companies like Facebook, Foursquare and 
Google often run staff hackathons to 
encourage product innovation.

for the remaining third.
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For more information, visit: 

Top: Tom Smith and Team 
KaringKoalas

Middle and right: 
EUhackathon participants

A way of exchanging data over short 
distances between mobile devices.

Allows access to the Web (e.g. Google 
Chrome or Internet Explorer).

A way of outsourcing tasks to a group  
of people online.

Where a virtual object is selected and moved 
to a different location.

A set of software components that add 
capabilities to a larger software application 
(e.g. a video plug-in in a Web browser).

Later, the event moved to the European 
Parliament for the awards ceremony,  
with the trophies and €5,000 prize being 
presented by MEP Sabine Verheyen, MEP 
Rózà Maria Gräfin von Thun und Hohenstein, 
MEP Sean Kelly and MEP Petru Luhan.

The ‘creativity’ track was won by Team Water, 
made up of Noora Vainio, Matti Nelimarkka 
and Nyyti Kinnunen from Finland, who 
decided to instil the foundations of 
programming in children from an early age. 
Their tool to make coding for kids easier  
in a browser-based setting was both positive 
and well-executed, utilising Waterbear,  
an existing toolkit for creating drag-and-drop 
programming languages. The team 
emphasised in their pitch to the jury that 
‘coding should be both easy and fun for kids’.

Team Bodoques from Spain and Italy triumphed 
in the ‘safety’ track. Luca Chiarandini, Diego 
Saez-Trumper and Eduardo Graells created  
a ‘Red Eye Tool’ that worked on two levels –  
as a browser plug-in to aid children in Web 
browsing and as a tool to classify content  
and analyse children’s behaviour on the Web. 

The idea focused on giving children a set  
time period to surf the Web with their allotted 
time increasing or decreasing depending  
on the sites they visited – visiting a ‘bad’  
site would make their time tick away quicker, 
visiting a ‘good’ site, such as Wikipedia,  
would give them more time. The plug-in also 
promised crowdsourcing aspects, whereby 
parents’ views and opinions about sites could 
be shared in an online community. 

Team Bodoques

The message from the EUhackathon 2012  
is clear: the issues of child creativity and  
safety online are important and the technology 
industry and policymakers want to see 
innovative technical solutions in these areas. 

Involving young people in the judging  
process was particularly useful and,  
while the ideas developed at the event may 
not all be feasible, they can be considered  
a useful catalyst for further consideration  
and discussion. It was certainly a thought-
provoking 24 hours in Brussels. 

browsing and as a tool
and analyse children’s 

Left: EUhackathon participants



ith nine out of ten children (91%) 
aged 5–15 living in a household 
with internet access and 41% of 

12 to 15-year-olds now in possession of a 
smartphone, the need for young people to  
be aware of how to conduct themselves safely 
and securely online has never been greater. 

Online viruses, hacking, spam emails and 
‘phishing’ scams are just a few of the potential 
security threats that parents need to be aware 
of. While this may sound worrying, this 
shouldn’t deter families from getting online  
and enjoying the many benefits the internet 
and other technologies offer.

Understanding the risks, spotting the warning 
signs and knowing how to act are the best 
ways to protect your child online.

Now that Web-enabled 
smartphones mean we 
can be online 24/7, we are 
spending more time and 
money on the Web. 
This, of course, attracts 
the attention of fraudsters 
and cyber-criminals who are 
constantly developing new ways to 
make money and target the vulnerable. 

The potential risks for families are no different 
to that of any other Web user. Often, the main 
concern for parents is that they are not always 
as familiar with certain aspects of the Web as 
their children, making it difficult to understand 
what they do online or how best to protect 
them. Young people who have grown up with 
the internet are so comfortable with it they are 
sometimes a little too relaxed and open with 
what they share and how they behave online. 

To this end, we all need to be savvy digital 
citizens – and if, as a parent, you can say this 
about yourself, you’re most of the way there in 
being able to help your children to be the same. 

There’s a lot at stake here – your 
family’s privacy, time, money and 

even reputation – so it’s better to 
pre-empt these issues rather 
than try to resolve them when 
it’s too late. 

Firstly, taking action to protect 
the computers, mobile phones 

and other devices used by your 
family can dramatically minimise the 

risk of you or your children falling victim 
to fraudsters. You can do this easily by:

 k Installing anti-virus software, anti-
spyware software and a firewall

 kUpdating your operating system  
(e.g. Microsoft Windows or Apple OS)

 kUsing up-to-date applications, such 
as your Web browser (e.g. Chrome  
or Safari)

 k Encrypting your wireless internet 
network

 kNot clicking on spam emails or text 
messages and blocking them if you can

The Get Safe Online website at  
www.getsafeonline.org provides simple, 
step-by-step advice on each of 
these measures. 

Secondly, it’s important to talk to your child 
about being safe online, taking them through 
the potential risks and what they mean. This 
includes not just your home PC, but anywhere 
where internet access is involved, including 
mobile phones and games consoles. Be sure 
to listen to your child and answer any questions 
they may have – but don’t be afraid to ask your 
own questions back to get a sense of what 
they are getting up to online and understand 
any potential risks. 

Thirdly, your children need to be aware that 
what they do, share and how they behave 
online is just as important as having the latest 
security software. Increasingly, online criminals 
are relying on forms of ‘social engineering’ – in 
other words, using ‘clever’ tricks to encourage 
people to hand over personal or financial 
details for a seemingly legitimate reason. 

Tony Neate

Following a 30-year police career, 
Tony Neate is now the CEO of Get Safe 
Online, the UK’s leading source of 
information on protection against fraud, 
identity theft, viruses and many other 
problems encountered online.

www.getsafeonline.org

Tony Neate

The key online security risks include:

 k Spyware infecting your computer  
so someone can steal your identity

 kGetting ripped off, having your  
identity stolen and falling for scams

 k Pop-ups and viruses messing up  
your computer

 k Someone taking over your computer 
and using it to target other people 
with things like spam and viruses

 k Being hit with spam and scam emails

 kHaving your wireless network hacked

 k Someone using email or chat to bully, 
con or cheat you

 k Being conned into visiting fake 
websites and handing over personal 
information

Vodafone  
Digital Parenting
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Get Safe Online is a joint partnership 
between the UK Government, law 
enforcement, leading businesses and  
the public sector. It aims to provide  
computer users and small businesses  
with free, independent, user-friendly  
advice that will allow them to use the  
internet confidently, safely and securely. 
www.getsafeonline.org
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Being careful online involves things like: 

 kUsing strong passwords (i.e. containing 
a combination of upper and lower  
case letters, numbers and symbols 
such as # or *)

 kNot giving away too much personal 
information on blogs and social 
networking sites

 kNot opening email attachments or 
clicking on instant messages from 
people you don’t know

 k Being aware of and knowing how  
to spot scams

Simple measures – such as helping younger 
children to create a strong, but fun, password 
for their computer games – will go a long  
way in building the right attitude and sense  
of vigilance required to stay safe online. 

As technology evolves, so do the methods 
cyber-criminals are using to target us.  
So, we always have to stay a step ahead. 

Today, a growing threat is the increasing volume 
of malicious software (malware) being used by 
fraudsters to target smartphone users. More  
and more young people are using these mobile 
devices to access the internet – for social 
networking, downloading apps and games and, 
for older children, online banking or shopping.

Smartphones hold an abundance of personal 
and financial data so, in the event that it is lost 
or stolen, making sure your child secures their 
handset with a PIN or password is crucial. 

Fraudsters have also begun using online  
app stores to lure smartphone users into 
downloading ‘rogue apps’ that can take 
control of phones, giving criminals  
free reign to make calls,  
send and intercept SMS and  
voicemail messages, and  
browse and download online  
content. This also gives them  
access to all personal and  
payment data stored on the  
phone. It’s important to make  

your child aware of the risks associated with 
‘rogue apps’ and what checks they should 
make before downloading them.

The only way to protect your family is to  
take responsibility for your own security and 
empower your child to take responsibility for 
theirs. Although we may feel we don’t have 
time for this, taking preventive measures today 
will save you a great deal of trouble or worry  
in the long term. 

 k…your child’s website history and 
consider keeping the family computer 
in a common area so you can keep  
an eye on internet activity

 k…mobile phone bills and activity  
for your child’s mobile phone – 
unexplained charges, rapid battery 
loss and unfamiliar applications can  
be warning signs of malicious software

 k…your child’s passwords are  
strong, containing a combination  
of upper and lower case letters, 
numbers and symbols

 k…that phone bills are consistent with the 
agreed-upon monthly rate and do not 
include things like additional downloads

 k…not giving out personal information 
to people or organisations they  
are not familiar with – just like they 
wouldn’t in person

 k…how to surf smartly – for example, 
always checking reviews and ratings 
before downloading a new app on 
their mobile or buying goods from  
an online retailer

A ‘rogue app’ is a piece of malicious 
software (malware) disguised as a mobile 
Web application (popularly known as an 
‘app’). Available via app stores, they might be 
disguised as ‘free levels’ to legitimate online 
games or even as security tools, but when 
you download the app, you also download 
the malware. 

www.actionfraud.org.uk

www.ceop.police.uk

www.childnet.com 

www.getsafeonline.org

www.getsafeonline.org/media/
GetSafeOnline_RoughGuide.pdf
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he majority of scientific opinion, 
supported by the World Health 
Organization (WHO), is that, from the 

research undertaken to date, there is no 
clear evidence that mobile phones or base 
stations present adverse risks to human 
health – and that there is no evidence that 
children are at special risk. 

However, with the likelihood of today’s  
younger population using mobile phones  
over a longer period, the WHO has identified 
further research into the use of mobiles by 
children of different ages as a priority and 
further research into use by children and  
long-term use is underway. 

Vodafone closely monitors the results of  
such research and the views of organisations 
such as the WHO.

To help parents make an informed decision 
about their children’s mobile use, Vodafone 
provides information and advice from the 
WHO and its linked organisations at  
www.vodafone.com/sustainability

You might also want to visit the WHO  
website at www.who.int/en where you’ll 
find guidance about how to limit your  
exposure to radio frequency (RF) from 
mobiles, such as using a hands-free device, 
limiting the number or length of calls and 
texting rather than calling. 

s your son or daughter learning to drive? Perhaps they have already passed their test? 
If so, it’s vital that they understand it’s illegal to drive a vehicle or ride a motorbike while  
using a handheld mobile phone or other portable device.

Using a phone when driving increases the risk of having an accident. Research by the  
Royal Society for the Prevention of Accidents (RoSPA) shows that drivers who use a  
handheld or hands-free mobile phone are less aware of what’s happening on the road  
around them, fail to see road signs and take longer to brake and stop.

If your child decides to use a hands-free mobile phone while they’re driving, it’s crucial  
that you remind them about the following:

k

k

k

k

k

k

Did you know?
One in four teenage 
drivers in the US say  

they have texted while 
behind the wheel

(Source: Pew Internet  

November 2009)
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hen Vodafone launched 
Digital Parenting in late 
2010, it took a bold step. 

A traditional magazine might seem 
an unusual medium considering the 
high-tech subject matter… but there 
was method to our madness. We 
knew that many parents still like to 
receive printed information and 
advice (they like the portability, 
ease of use and ‘flickability’) and 
we also wanted to produce free 
materials that teachers and other 
professionals could physically 
hand over to families. In addition, 
the magazine could be used to 
complement and drive traffic to the 
existing Vodafone parents’ website 
(www.vodafone.com/parents).

Working with Vodafone to 
distribute the magazine to parents 
through ‘turn to’ professionals, we 
knew we’d hit a nerve when the 

initial print run of 10,000 ran 
out within days of publication. 
Following huge demand, we 
eventually distributed 250,000 
copies of the magazine and this 
year, that figure will be even higher.

Little did we know back in 2010 that 
Digital Parenting would be used in 
so many different and creative ways 
by teachers, police officers, social 
workers and other professionals 
involved with digital safety. The 
magazine has been given out at 
school parents’ evenings, training 
programmes for carers, 
e-safety workshops run 
by community liaison 
officers and doctors’ 
surgeries, for 
example. 
One education 
department even 
organised a 

‘Digital Parenting Day’ to get the 
message across to the wider 
community!

Shortly after the magazine was 
published, we surveyed over a 
thousand parents and a hundred 
professionals to gauge their 
reaction and assess its impact. 
The feedback was extremely 
positive and has helped to shape 
this second issue. 

If you work with children and 
young people and are considering 
how you can make the most of 

Digital Parenting, here’s 
a little inspiration from  
some previous recipients.  

We look forward to hearing 
about how you use the 

magazine this year! 

 

For Nick Edwards, deputy  
head of a secondary school in 
Hertfordshire, Digital Parenting 
provided an opportunity to 
engage with students and parents 
about e-safety issues as part of 
their bi-annual Academic Pastoral 
Review (APR). Tutors focused on 
the ‘Digital Footprint’ article during 
the review meetings – with tangible 
results. Every student has their own 
profile on the school network and, 
since discussing the magazine, the 
school has seen a decrease in 
certain activities (such as bullying 
and searching for inappropriate 
content) on school computers. One 
sixth former was even inspired to 
create his own version of Digital 
Parenting for younger students as 
part of his Extended Project 
Qualification (similar to AS-level).

Jon Tarrant, e-safety and e-learning 
manager at the Department of 
Education in Jersey, provided copies 
of Digital Parenting to all 37 schools 
on the island and, with Vodafone’s 
permission, included selected 
articles in additional handouts for 
parents. Jersey’s Department of 
Education also made sure that the 
magazine reached a wider audience 
by supplying it to local hairdressers, 
dentists and GP surgeries and even 
organised a ‘Digital Parenting Day’ in 
October 2011. 

As part of her role on a 
Safeguarding Board in the  
North West, Lynn Jackson trains 
practitioners in e-safety. She has 
used Digital Parenting extensively, 
including distributing it to Looked 
After Children residential services 
and providing copies as part of 
the induction programme for new 
foster carers. Lynn comments that 
the magazine helps to reinforce 
key e-safety messages and 
provokes parents and carers to 
think about how young people 
behave in the digital world.

Safer Internet Day was celebrated 
in Guernsey on 4 February 2012. 
Representatives of Facebook, 
Vodafone and the South West Grid 
for Learning were on hand at the 
event, which was supported by 
Airtel-Vodafone and Digital 
Parenting was given out to visitors.

of parents and 98%  
of professionals would  
like to continue to receive 
the magazine

of professionals thought 
it was better than other 
e-safety resources they  
had come across

of parents had read all  
or part of Digital Parenting 
and most had also given  
it to others to read

of parents reported being 
more knowledgeable as a 
result of reading  
the magazine

of parents had done 
something as a result  
of reading the magazine, 
such as talking to their 
children and installing 
Parental Controls

“It covers everything.  
It’s thought-provoking for 
parents… and it’s practical.” 
Representative of a Local  
Safeguarding Children’s Board 

“The magazine form is very 
appealing to parents… something 
they can pick up and flick through 
as well as read from cover to cover.”  
ICT and e-Learning Director

“What a brilliant piece of information. 
You have managed to cover nearly 
every angle of the digital world and 
I am sure that we will use much of 
the information enclosed.” 
Parent

“Really impressed… It’s easy to 
read with many excellent pieces  
of advice.” 
Primary School Governor

rge
tal Paren

We’d love to know how you use this second edition of Digital Parenting and hear 
any feedback you might have – please email us at: feedback@theparentzone.co.uk
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A bar that is put in place by e.g. an internet or mobile provider  
to prevent access to certain content

A piece of software, often designed to run on smartphones  
and other mobile devices 

A free instant messaging app available on BlackBerry devices

A way of exchanging data over short distances between  
mobile devices

Allows access to the Web (e.g. Google Chrome or Internet Explorer)

Software services and applications that are provided via the internet  
rather than installed on your computer (e.g. iCloud)

Another word for computer programming

A piece of text stored on your computer by a Web browser that  
remembers information about you, such as websites you’ve visited

A way of outsourcing tasks to a group of people online

A third party service for storing and sharing files, such as documents  
or music

The trail you leave from digital activities and interactions, such as  
Web searches and uploaded photos

Where a virtual object is selected and moved to a different location

Where geographical identification data is added to things like photos  
or online messages via a GPS device, such as a smartphone

A global navigation satellite system used for things  
like in-car navigation 

A ‘hacking marathon’ during which computer programmers work 
together intensively (e.g. non-stop for 24 hours) on the development  
of new software

A unique number on your mobile, usually printed inside  
the battery compartment

n satellite system used for things 
on
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Additional content and  
features available for purchase  
once you’re using an app

A unique number that identifies where you’re accessing  
the internet from

Malicious software, such as viruses and worms, that infiltrates computers

MPEG-1 Audio Layer 3 – a common format for digital music files 

A network on which users can share files, such as music

Unsolicited emails or texts sent in an attempt to get personal 
information (e.g. passwords and credit card details) from you

A way of locking your mobile and other devices

A set of software components that add capabilities to a larger  
software application (e.g. a video plug-in in a Web browser)

A paid mobile service (e.g. ringtone downloads or competition 
entries)

A piece of malicious software disguised as a mobile Web application

Unsolicited email or text messages

A type of malicious software that collects information about you  
without your knowledge

A way of saving MP3 files from streamed  
music on the internet on to a computer

A mobile computer, such as the iPad  
or Samsung Galaxy Tab

A way of assigning a piece of information  
or an image to a particular person

Broadband without wires

treamed 
mputer

iPad 

ormation 
n

Various sources, including: www.wikipedia.org.uk

For a more detailed jargonbuster, go to: www.vodafone.com/parents/jargonbuster

ase  
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‘Communications Market Report’ 
Ofcom (18 July 2012)  
http://stakeholders.ofcom.org.uk/market-data-research/
market-data/communications-market-reports/cmr12/

Family Online Safety Institute conference  
(November 2011)  
www.fosi.org/

‘The flight from conversation’  
New York Times (21 April 2012)  
www.nytimes.com/2012/04/22/opinion/sunday/
the-flight-from-conversation.html?pagewanted=all

‘Knot interested: Only one in five young Brits can 
tie a knot and half say that they can’t climb trees” 
npower press release (5 March 2012)  
www.npower.com/green-sos/pdf/CC_2012_
PressRelease.pdf

‘Children and parents: media use  
and attitudes report’
Ofcom (25 October 2011)  
http://stakeholders.ofcom.org.uk/binaries/research/
media-literacy/oct2011/Children_and_parents.pdf

‘Teens on social media: many benefits  
to digital life, but downsides, too’
Common Sense Media press release (26 June 2012) 
www.commonsensemedia.org/about-us/news/
press-releases/teens-on-social-media-many-benefits-
to-digital-life-but-downsides-too

‘Communications Market Report’ 
Ofcom (4 August 2011)  
http://stakeholders.ofcom.org.uk/binaries/research/cmr/
cmr11/UK_CMR_2011_FINAL.pdf

‘Strong quarter four sees 2011 video  
games sales up on forecasts’ 
The Association for UK Interactive Entertainment  
press release (date unknown)  
http://ukie.org.uk/content/strong-quarter-four-sees-
2011-video-games-sales-forecasts-0

‘Children and parents: media use  
and attitudes report’ 
Ofcom (25 October 2011)  
http://stakeholders.ofcom.org.uk/binaries/research/
media-literacy/oct2011/Children_and_parents.pdf

‘Angry Birds bags 6.5m Christmas  
Day downloads’ 
The Guardian (4 January 2012)  
www.guardian.co.uk/technology/appsblog/2012/
jan/04/angry-birds-christmas-downloads

‘Play Smart, Play Safe’ index reveals 75%  
of parents feel video games can be beneficial  
to children and their families’ 
Microsoft press release (5 March 2009)  
http://mktplassets.xbox.com/NR/rdonlyres/30591646-
69F5-499E-9C52-943D9CF28D1A/0/
MicrosoftPSPSsurveyreleasefinal09.pdf

PEGI website 
www.pegi.info

Small, G. W., Moody, T. D., Siddarth, P.,  
& Bookheimer S. Y. (2009) 
Your brain on Google: patterns of cerebral activation 
during internet searching. Research Support, Non-U.S. 
Gov’t Am J Geriatr Psychiatry, 17(2), 116-126.

Valkenburg, P. M. & Peter, J. 
Social Consequences of the Internet for Adolescents:  
A Decade of Research. Curr. Dir. Psychol. 18, 1-5, doi: 
10.1111 /j.1467-8721.2009.01595.x (2009).

Desjarlais, M. & Willoughby T. 
A longitudinal study of the relation between adolescent 
boys and girls’ computer use with friends and friendship 
quality: Support for the social compensation or the 
rich-get-richer hypothesis? Computers in Human Behavior 
26, 896-905, doi: 10.1016 / j.chb.2010.02.004 (2010).

Valkenburg, P. M. & Peter, J. 
Preadolescents’ and adolescents’ online communication 
and their closeness to friends. Dev. Psychol. 43, 267-277, 
doi: 10.1037/ 0012-1649.43.2.267 (2007).

Kanai, R., Bahrami, B., Roylance,  
R., & Rees, G. (2012) 
Online social network size is reflected in human brain 
structure. Proceedings of the Royal Society B-Biological 
Sciences, 279(1732), 1327-1334.

Higuchi, S., Motohashi, Y., Liu, Y., Ahara, M.,  
& Kaneko, Y. (2003)
Effects of VDT tasks with a bright display at night on 
melatonin, core temperature, heart rate, and sleepiness. 
[Article]. Journal of Applied Physiology, 94(5), 1773-1776.

‘The need for regulation in the internet age:  
a survey of public attitudes’ 
BBFC/Bernice Hardie (June 2011)  
www.bbfc.co.uk/downloads/

‘A day made of glass 2’ 
Corning Incorporated video  
www.youtube.com/watch?v=jZkHpNnXLB0

‘A manifesto for teaching computer science  
in the 21st century’ 
The Guardian (31 March 2012)  
www.guardian.co.uk/education/2012/mar/31/manifesto-
teaching-ict-education-minister

‘Infographic: Mobile statistics, stats & facts 2011’ 
Digital Buzz (4 April 2011)  
www.digitalbuzzblog.com/2011-mobile-statistics-stats-
facts-marketing-infographic/

‘Apple App Store reaches new content milestone  
at 600,000 iOS apps’ 
Mobile Marketing Watch (26 April 2012)  
www.mobilemarketingwatch.com/apple-app-store-reaches 
-new-content-milestone-at-600000-ios-apps-22644/#

‘WWDC 2012: Apple unveils iOS6 and Retina  
MacBook Pro – video’
The Guardian (12 June 2012)  
www.guardian.co.uk/technology/video/2012/jun/12/
wwdc-2012-apple-ios6-retina-macbook-pro-video

‘Intel sees 15 billion devices on the cloud by 2015’ 
Information Week (11 May 2011)  
www.informationweek.com/hardware/processors/
intel-sees-15-billion-devices-on-the-clo/229500066

‘Nearly half of all early teens have a smartphone, 
says Ofcom’
Marketing (4 August 2011)  
www.marketingmagazine.co.uk/news/1083463/
Nearly-half-early-teens-smartphone-says-Ofcom/

Common Sense Media website 
www.commonsensemedia.org/

‘Children and parents: media use and  
attitudes report’  
Ofcom (25 October 2011)  
http://stakeholders.ofcom.org.uk/binaries/research/
media-literacy/oct2011/Children_and_parents.pdf

‘Shopper’s checklist’
UK Safer Internet Centre  
www.saferinternet.org.uk

PhonepayPlus website 
www.phonepayplus.org.uk/

PhoneBrain website 
www.phonebrain.org.uk/

‘Apple’s App Store downloads top 25 billion’
Apple press release (5 March 2012) 
www.apple.com/pr/library/2012/03/05Apples-App-
Store-Downloads-Top-25-Billion.html

‘Children and parents: media use and  
attitudes report’  
Ofcom (25 October 2011)  
http://stakeholders.ofcom.org.uk/binaries/research/
media-literacy/oct2011/Children_and_parents.pdf

‘Communications Market Report’ 
Ofcom (4 August 2011)  
http://stakeholders.ofcom.org.uk/market-data-research/
market-data/communications-market-reports/cmr11/

‘What happens when toddlers zone  
out with an iPad?’ 
Wall Street Journal (22 May 2012)  
http://online.wsj.com/article/SB1000142405270230436
3104577391813961853988.html

‘Virtual presence akin to physical for kids’ 
Swinburne University of Technology press release  
(25 February 2011)  
www.swinburne.edu.au/chancellery/mediacentre/alumni/
news/2011/02/virtual-presence-akin-to-physical-for-kids

Grandparents Plus website 
www.grandparentsplus.org.uk/

‘Communications Market Report’ 
Ofcom (18 July 2012)  
http://stakeholders.ofcom.org.uk/market-data-research/
market-data/communications-market-reports/cmr12/

The Grandparents’ Association website 
www.grandparents-association.org.uk/

EU Kids Online study 
www2.lse.ac.uk/media@lse/research/EUKidsOnline/
Home.aspx
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‘Sexualisation of Young People Review’
Dr Linda Papadopoulos (February 2010)  
http://media.education.gov.uk/assets/files/pdf/s/
sexualisation%20of%20young%20people%20review.pdf

‘Men ‘worried’ about heavy internet porn use’ 
BBC Radio 1 Newsbeat (21 April 2011)  
www.bbc.co.uk/newsbeat/12918531

IWF Annual and Charity Report 2010 
www.iwf.org.uk/assets/media/annual-reports/
Internet%20Watch%20Foundation%20Annual%20
Report%202010%20web.pdf

INHOPE website 
www.inhope.org

GSMA website 
www.gsmworld.com/mobilealliance

‘International strategy launched’,  
IWF press release 
http://www.iwf.org.uk/about-iwf/news/post/328-
international-strategy-launched

EU Kids Online study 
www2.lse.ac.uk/media@lse/research/EUKidsOnline/
Home.aspx

IWF website 
www.iwf.org.uk

Chartered Institute of Marketing study (6 June 2012) 
www.cim.co.uk/Home.aspx

‘Letter to Reg Bailey following his review  
of the commercialisation and sexualisation  
of childhood’  
Number 10 website (6 June 2011)  
www.number10.gov.uk/news/letter-to-reg-bailey-
following-his-review-of-the-commercialisation-and-
sexualisation-of-childhood/

‘Talking about sexting’ 
Common Sense Media (19 November 2010)  
www.commonsensemedia.org/advice-for-parents/
talking-about-sexting

‘Sexting driven by peer pressure’
University of Melbourne press release (30 September 2011)  
http://newsroom.melbourne.edu/news/n-644

‘Sex and tech: Results from a survey of teens  
and young adults’ 
The National Campaign to Prevent Teen and Unplanned 
Pregnancy and Cosmogirl.com survey (2008)  
www.thenationalcampaign.org/sextech/PDF/
SexTech_Summary.pdf

‘Concerns about teen sexting overblown,  
according to new UNH research’ 
University of New Hampshire press release  
(5 December 2011)  
www.unh.edu/news/cj_nr/2011/dec/lw05sexting.cfm

‘Truth of sexting amongst UK teens’
Beatbullying press release (4 August 2009)  
www.beatbullying.org/dox/media-centre/press-
releases/press-release-040809.html

‘Teens and Sexting’ 
Pew Internet & American Life Project press release  
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